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(U) In establishing their Programs, agencies are 
expected to implement the Policy and Standards. 
All minimum standards must be met, but that does 
not mean that Programs should necessarily remain 
static or that a solution that works for one agency 
will necessarily work well for another. A “one size 
fits all” model for the federal government is not 
required. Agencies are provided a great deal of 
latitude to develop a Program tailored to their unique 
organization and mission, capabilities, resources, 
and, most importantly, its perception of the threat from 
malicious insiders. As an agency sets its own path 
toward compliance, it should bear in mind that the 
Policy and Standards are only minimums. Agencies 
will want to periodically evaluate and reassess their 
insider threat posture. This may result in an agency’s 
determination that they should raise their standards, 
even above those set in the minimum standards. 

(U) There is no single right solution to insider 
threat detection and prevention: each agency 
must determine its own pathway to accommodate 
its specific environment and resource priorities, 
while implementing the Policy and Standards.

(U) This Guide begins with a compilation of useful 
references (see Helpful References, page 3), followed 
by a discussion of the steps (see To Begin...Developing 
an Insider Threat Policy and Implementation Plan, 
page 5) needed to implement a functional insider 

threat program for agencies that have not yet instituted 
their Programs. Finally, each minimum standard is 
discussed (see Implementing the Policy and Standards, 
page 17) with a view toward providing helpful tools 
and techniques that an agency can employ to deter, 
detect, and mitigate malicious insider activity. 

(U) Some redundancy and repetition has been 
intentionally woven into the Guide to reinforce important 
themes as they appear in different contexts throughout 
the Guide. For example, a point—such as the need for 
collaboration among various agency stakeholders—may 
be pertinent in the context of the Policy and Standards, 
may play a role in the analysis of information, may 
be significant from the perspective of protecting the 
privacy of personal information, is certainly an important 
consideration for an agency insider threat working group 
to consider, and may be important to an agency’s 
insider threat training program. Collaboration, then,  
as a theme is discussed in each of those contexts.

(U) Questions about the classification of insider threat 
materials are anticipated. To assist, the NITTF is 
preparing a classification guide for insider threat-related 
activities and materials that will answer questions about 
the proper classification of insider threat information. 
Upon completion, it will be disseminated to all agencies 
that handle classified information and added as an 
appendix to this document.
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(U) The broad membership of the working group 
should guarantee wide input from across the agency, 
which in itself should be seen as an advantage for the 
Program and should assist in familiarizing the agency 
staff leaders with the requirements of the Policy  
and Standards. 

(U) It should be emphasized that the Policy and 
Standards address agency actions that should apply 
to their employees; the definitions of “employee” 
and “cleared employee” contained in the Policy and 
Standards, respectively, include contract personnel. 
With the advice of counsel, agency efforts to establish 
a Program should include measures to incorporate 
the requirements of the Policy and Standards into 
the provisions of the agency’s commercial contracts 
that involve classified information and access by 
contract personnel to that information. As this Guide 
is being written, efforts are under way to modify the 
National Industrial Security Program Operating Manual 
(NISPOM) and implementing guidance, which govern 
access to classified information by contract personnel, 
to expressly apply the Policy and Standards to the  
contract workforce. 

(U) When considering the contractor environment, there 
is a unique three-cornered relationship that should be 
taken into account: the agency, its cleared contractors, 
and the Cognizant Security Agency (CSA). CSAs are 
established under E.O. 12829, and have exclusive 
authority within the executive branch to establish 
industrial security programs. Every agency that desires 
to employ cleared contractors must affiliate with one or 
more CSAs and must follow industrial security program 
requirements established by its respective CSA(s). 
Four entities are established in E.O. 12829 as CSAs: 
DoD, Department of Energy, the Nuclear Regulatory 
Commission, and the Director of National Intelligence 
(DNI). Every agency that employs cleared contractors 
has responsibilities to one or more CSAs. CSAs, in 
turn, are expected to develop and implement their 
industrial security programs according to the national 
security guidance found in the NISPOM. All agencies 
with cleared contractors must follow the security 
programs established by their respective CSAs. 

(U) As the agency insider threat working group reviews 
the various requirements and guidance that applies, 
the working group, with agency counsel participation, 
should take care to initiate a dialogue with their CSAs 
to ensure that, at the appropriate time, the Policy 
and Standards are applied to the agency’s cleared 
contractor workforce. Among the points that the 
working group may wish to clarify in discussion with its 
respective CSAs are the following:

•	 How will insider threat awareness training 
best be accomplished and documented 
for the agency workforce?

•	 How will user activity monitoring be accomplished 
for contractors? This discussion may also 
require contact with service providers (see 
page 42) from other organizations when those 
organizations operate classified computer 
systems and networks that the agency 
uses (see Implementing a Host-Based User 
Activity Monitoring Capability, page 35).

•	 What relationship will exist between the 
agency Program and the insider threat 
programs established by the various cleared 
contracting firms that work for the agency?

•	 How will the Senior Official responsible for  
insider threat mitigations at contracting firms 
interface with the agency’s Program?

•	 What will be the relationship between the agency 
Program and the CSA Program? How will the 
information integration and analysis function (i.e., 
the “hub;” see Centralized Hub: Information Analysis 
and Response, page 20) required by the Policy and 
Standards be accomplished for cleared contractors?

•	 How will the CSA, agency, and contractor 
firms collaborate to respond to and resolve 
insider threat concerns and issues?

•	 How will the access to information requirements 
of the Policy and Standards apply to 
information held by the contracting firm? 

•	 Are there records retention issues to consider 
when the records contain contractor information?
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•	 Oversight mechanisms or procedures to ensure 
proper handling and use of systems audit logs 
and related employee information. 

•	 Procedures to ensure the protection of particularly 
sensitive or protected information (e.g., medical 
or financial information) and to ensure that 
information is restricted to those trained insider 
threat personnel who need such information to 
perform their authorized functions. 

•	 Training of all employees on agency standards, 
policies, and implementation activities. 

•	 Notification to employees on the monitoring of 
government systems through written notification 
and banners on government computer systems. 

(U) Agencies should also consider supplementing these 
minimum requirements with additional safeguards 
tailored to their organization(s). If more intrusive insider 
threat detection measures are deemed necessary by an 
agency—including as part of any periodical reevaluation 
or assessment of the agency threat posture—additional 
safeguards should be adopted to compensate for 
those measures. Consideration should be given to 
applying additional safeguards that are, at a minimum, 
proportional to any increased risks to privacy and civil 
liberties. These can include such safeguards as: 

•	 Progressively higher standards for the acquisition, 
retention, and sharing of information that is more 
sensitive or intrusive. 

•	 Increased security, access controls, and  
auditing of data forwarded to the hub, (see 
Information Integration, Analysis, and Response, 
page 20) including application of privacy 
enhancing technologies. 

•	 Requirements to delete protected or sensitive 
information that has not been affirmatively 
determined to relate to an insider threat after fixed 
periods; extensions of retention periods may be 
required to be justified based on particularized 
findings and approved by more senior officials.

•	 Particularized data standards for decision-making, 
including consideration of requiring human review 
at those points in each specific business process 
where the potential exists for adverse impact to 
the individual; agencies should pay particular 
attention to ensuring that they do not acquire, 
retain, or share information that relates solely to 
constitutionally protected activities (e.g., freedom 
of religion or speech). 

•	 Limitations on the dissemination of protected 
information—including appropriate guidance on 
retention and use of such information. 

(U) Step 7: Identify Classified and Other 
Critical Assets 

(U) The E.O. 13587 and the Policy and Standards are 
focused on safeguarding classified information and 
networks. The working group should determine whether 
the agency has identified its other critical assets—those 
elements of the agency’s mission that are essential 
to the agency and to national security and which, if 
damaged, stolen, or otherwise exploited, would have  
a damaging effect on the agency, its mission, and 
national security. 

(U) Although the Program will apply to clear personnel, 
the working group should consider whether it wishes to 
apply its Program to other agency critical assets that are 
sensitive but unclassified. 

  (U) The agency should have a process in place for 
determining its critical assets and assessing its risk 
posture as a cornerstone of an effective Program. If the 
agency has not identified its critical assets, then it 
should immediately begin the effort to do so and to 
assess the risks to those assets, parallel to the effort to 
establish the Program. 

(U) The empanelling of the insider threat working group 
(see Step 3: Form Working Group/Periodic Feedback to 
the Community, page 5) provides an opportunity to 
review, across the agency, the maturity of its critical 
asset risk assessment process. 
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(U) Step 10: Conduct Scheduled 
Self-assessments

(U) After the agency assigns day-to-day responsibilities 
for the Program to a Program Office and begins 
executing the implementation plan, the senior 
responsible official may want to release the working 
group. Since, however, the agency policy and 
implementation plan should have included provisions 
for periodic Program self-assessments, the Senior 
Official may wish to confer with the agency head, 
the General Counsel, and the Inspector General to 
determine when to assess the agency’s progress. The 
senior leaders may decide to reconvene the working 
group periodically to conduct an interim assessment 
of the agency’s posture or to assign the assessment 
function to a separate office, such as the IG. 

(U) Remember, the Policy and Standards require two 
reports, at least annually, on the agency’s insider threat 
posture. First, the senior responsible official is required 
to provide an annual progress or status report to the 
agency head on the Program. The Senior Official’s 
report should provide an update on the implementation 
plan that was previously approved by the agency head, 
document annual accomplishments, resources allocated, 
insider threat risks identified, recommendations and 
goals for Program improvement, and major impediments 
or challenges. Second, the agency head is required 
to report annually to the Senior Information Sharing 
and Safeguarding Steering Committee (established by 

E.O. 13587) the results of agency self-assessments of 
compliance with policies and standards issued pursuant 
to E.O. 13587. The agency head and Senior Official 
may want to sequence and structure both of these 
reporting requirements to satisfy all or part of the agency 
head’s reporting responsibility to the SC. To do this, the 
Senior Official’s annual report should include an internal 
evaluation or assessment conducted by an agency entity 
(perhaps the Inspector General) other than the Program 
Office itself.

(U) In addition to annual reporting requirements, the 
agency is required to submit responses to KISSI on a 
quarterly basis. These KISSI results provide the agency 
with a ready-made information source that should 
be useful in agency self-assessments. The NITTF 
recommends that the Senior Official be responsible for, 
and personally review, the content of each quarterly 
KISSI submission. The KISSI questions can serve as 
a good internal measure of an agency’s current insider 
threat mitigation capability. The KISSI questions are 
constructed to determine compliance with the minimum 
standards by an agency’s Program. As such, analysis  
of the results of the agency’s periodic KISSI reporting  
to the SC should be a component of the agency  
self-assessment process. KISSIs can provide the agency 
with a useful gauge of progress metrics and challenges 
over time. (See Appendix D for additional information on 
KISSI, page 65).
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should be on structuring, planning, and overseeing 
execution of agency insider threat prevention efforts 
across the agency. A single Program office should 
centralize agency insider threat knowledge, authorities, 
and capabilities; address all agency insider threat 
concerns; and provide insider threat direction, guidance 
and training, allowing the Program to provide a 
near-continuous assessment of the strengths and 
weaknesses of the agency’s insider threat efforts. 
Information should flow from across the agency to 
a central analytic hub (see Information Integration, 
Analysis, and Response, page 20) in the Program 
Office. The hub should fuse and analyze the incoming 
information and initiate an appropriate agency response 
to investigate or otherwise resolve each insider threat 
concern. The result should provide an integrated 
and holistic Program that incorporates participation 
and information sharing from across the agency.

(U) Note, however, the hub cannot look at everything, 
so the need exists to constantly refine what “access to 
information” means. Additionally, the Program Office 
should consider at establishing automated linkages to 
facilitate the flow of information and automated analytic 
tools to facilitate the review of information on a near-
real-time basis, if possible.

(U//FOUO) No matter where the initial organizational 
work is performed—in a working group or in a new 
Program Office—the Senior Official must accomplish the 
same key functions. Each function should be covered 
in the policy and be described as fully as possible in the 
implementation plan. This functions include the following: 

•	 Establish a central Program Office to collect 
and analyze information from all sources 
to identify insider threat concerns and to 
initiate appropriate response action.

•	 Establish procedures by which information  
from across the agency will be accessible  
by Program personnel.

•	 Establish processes to centrally manage all 
agency insider threat response actions.

•	 Establish response protocols and procedures.

•	 Disseminate across the agency information 
about insider threat activities that should 
be reported to the Program Office, 
along with reporting mechanisms.

•	 Employ an insider threat risk assessment 
capability for the agency, and incorporate 
the results into the agency’s critical asset 
identification and risk assessments processes.

•	 Develop agency insider threat awareness training 
for the workforce per the Policy and Standards.

•	 Develop a collaborative arrangement whereby 
advice of counsel is regularly provided to the 
senior responsible official and the Program 
Office to ensure that agency insider threat 
activities stay within legal boundaries.

•	 Establish appropriate mechanisms to ensure the 
proper use of information and the adherence to 
privacy and civil liberties protections within all 
insider threat activities in concert with the  
agency General Counsel and civil liberties and 
privacy officials. (See Summary of Federal 
Citations for the National Insider Threat Task 
Force, page 3.)

•	 Leverage information-gathering, analytic, 
investigative, and operational resources 
from across the agency to ensure that 
each insider threat concern is documented, 
promptly investigated, and resolved.

•	 Establish a system of records, as required 
by the NARA, to properly record and 
document Program activities. 

•	 Provide agency substantive responses to the 
Steering Committee’s quarterly KISSI surveys.

•	 Establish a system to obtain current 
U.S. Government reporting on insider 
threats, trends, and methods. 

•	 Conduct periodic self-assessments of the 
adequacy of the agency insider threat posture 
and compliance with E.O. 13587 and the 
Policy and Standards. The objective should 
be to conduct periodic reviews of the agency 
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To accomplish this, it may serve the interests of the 
agency to have dedicated technical expertise from the 
CIO office assigned or detailed to the Program Office. 
Information Assurance (IA) analysts could, for example, 
participate in the Program’s analytic hub adding their 
expertise to the hub analytic effort. Even if user activity 
monitoring is not available, IA analysts can assist in 
providing and interpreting enterprise audit data.

(U) Examples of information sources—some of which 
may be externally controlled by another agency—that 
should be accessible to the Program include: 

Human Resource files and personnel records—
position descriptions; resumes and biographic 
information; hiring, transfer, retirement, and termination 
records; promotions and demotions; tardiness 
complaints; counseling statements; performance 
evaluations; award recommendations; pay, care and 
benefits information, including payroll garnishments; 
organizational training records; substance abuse and 
mental health records; outside employment records; 
travel vouchers; foreign visitor and assignee control 
records; and equal opportunity complaints.

Chief Information Office and Information 
Assurance Office files—copier, facsimile 
machine, and printer usage logs; enterprise audit 
results; incidents of misuse of U.S. Government 
computers; and misuse of removable media.

Telephone usage logs—often, an organization keeps 
call data for billing and policy enforcement. These 
data usually consist of the phone numbers assigned 
to the agency, their locations, dates/times of outgoing 
and incoming calls, and sometimes the external phone 
number that was connected. These data can often provide 
additional analytic insight into anomalous conduct.

Inspector General files—results of inquiries as they 
pertain to individual employees.

General Counsel—leads developed that suggest 
insider conduct.

External Information Sources—

•	 U.S. travel data—reporting of U.S. border 
crossings and travel into and out of ports 
of entry. These data are particularly useful 
in detecting unreported foreign travel as 
well as providing illuminating additional 
details for self-reported travel.

•	 Public records data—could include arrests and 
detentions, bankruptcy, liens/holds, real property, 
vehicles, licensure (firearms, pilot, explosives, 
pharmaceutical), and some forms of social media. 
These data can often provide additional analytic 
insight into apparent anomalous conduct.

•	 Financial data—provided by centralized credit 
reporting agencies, U.S. Treasury Financial 
Crimes Enforcement Network (FinCEN) reporting, 
and various other sources.

•	 Intelligence Community (IC)—information drawn 
from counterintelligence investigative reports, 
technical intelligence collection, and human 
intelligence reports may provide unique insights. 
Given the sensitivity of the information from these 
sources, specific sharing arrangements may have 
to be put in place with each information source. 

(U) Trained analysts will be essential to the hub function. 
The hub will rapidly assemble large quantities of 
information from multiple offices and sources. Some 
of the information gathered will not be germane in 
every case or situation, or will be relevant in a different 
manner or to a different extent from one case to the 
next. Combining relevant salary information, travel 
records, IG, and serious incident reports, criminal 
allegations, foreign travel records, and performance 
evaluation report information—among other sources—
requires the skill of a person trained in link analysis 
techniques, trained to find connections where none 
would otherwise appear to exist. Analysts possess 
the skill to link disparate pieces of information into a 
mosaic portraying the activities of each employee. 
Analysts also have the necessary skills, working in 
collaboration with individual agency offices, to identify 
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(U) The collecting and storing of user activity data 
should be done in accordance with all applicable laws 
and policies to avoid conflict with privacy and civil 
liberty laws. The parameters within which UAM will 
be conducted should be developed in collaboration 
with OGC and incorporated into the insider threat 
implementation plan to be submitted to the agency 
ahead for approval. 

(U) UAM data may include classified information. 
Classification of UAM data will be equal to the highest 
classification from which the data was obtained.

(U) UAM Using Host-Based Software 

(U) Host-based UAM software can collect all or some 
of a computer user’s activity on the host computer, 
including keystrokes, and screen capture (still and 
full-motion video). UAM is necessary because all of the 
details of a user’s activities on a host computer cannot 
be collected elsewhere by other means. Examples 
of actions of interest would be a user typing specific 
sensitive keywords into the computer, copying or cutting 
text from a document, and executing any search on 
the local computer, network drive, or website. Effective 
UAM would collect the details of each of these activities 
for analysis to detect questionable conduct.

(U) A method of Host-based UAM capabilities 
must be implemented. Any host-based UAM 
capabilities should communicate with a server 
and database, providing configuration information, 
licensing, and data storage capabilities. 

(U) There are several commercial-off-the-shelf 
UAM software packages available for an agency to 
consider. The NITTF can assist the agency in obtaining 
information about these various vendors. NITTF 
also can assist by introducing agencies to other U.S. 
Government agencies that have experience individual 
vendor products and capabilities.
 

(U) Enterprise Audit is NOT User Activity Monitoring

(U) Enterprise audit (EA) is an independent review 
and collection of records and activities, employed 
by the Chief Information Officer of an agency, to 
assess the adequacy of system controls on computer 
systems operated by that agency and to ensure 
compliance with established policies and operational 
procedures. EA involves the identification, gathering, 
correlation, analysis, storage, and reporting of 
information about the system. EA usually will employ 
the use of records—called audit log files—that 
chronologically record the activities that occur on 
a system, including records of system accesses 
and operations performed in a given period. 

(U) EA information is one of several data sources used 
in insider threat detection. However, many activities 
performed by an individual on his/her computer will not 
be detected or collected using EA. It will not gather the 
substantive content of the user’s computer activity, an 
important information source for insider threat detection.  
For that, a host-based UAM capability is required. 

(U) Safeguarding and Protecting UAM data 

(U) UAM activities and data are highly 
sensitive for the following reasons: 

•	 Privacy Information—UAM data may 
contain private information such as social 
security numbers and passwords;

•	 Potential to Damage an Individual’s 
Reputation—The fact that an individual is being 
monitored for insider threat conduct is sensitive 
information. If divulged, it could impact a user’s 
career or an ongoing investigation; and

•	 Alert Malfeasance—UAM tactics, techniques 
and procedures, if generally known, would 
permit insiders to change their tradecraft 
or computer activity to avoid detection.

Approved for release by ODNI on 03-10-2022, FOIA Case # DF-2017-00021



Approved for release by ODNI on 03-10-2022, FOIA Case # DF-2017-00021



Approved for release by ODNI on 03-10-2022, FOIA Case # DF-2017-00021



UNCLASSIFIED//FOUO

UNCLASSIFIED//FOUO

40

6.	 Develop a UAM Data Gathering Plan: The UAM 
information-gathering plan defines the data of 
interest and the conditions for collecting the data. 
A very important aspect of the data gathering plan 
is the logic used to identify specific conduct of 
insider threat interest. The UAM plan should be 
part of the overall Program implementation plan. 

7.	 Test and Deploy the Capability: The capability 
should be tested in an environment that is 
segregated from any operational or production 
environment to verify the data gathering 
requirements are met, including the logic 
requirements. Next, the capability should be 
deployed to the operational environment in a 
controlled, measured approach to mitigate the risk 
of system failures and negative impact to users.

8.	 Send Data to the Program Analytical 
Hub: UAM data should be ingested into 
the Insider Threat Program Office’s central 
analysis hub, where it should be integrated 
with other data sources for analysis. 

9.	 Establish Oversight: Establish an agency 
oversight mechanism to ensure that all UAM is 
conducted within applicable laws, regulations,  
and privacy and civil liberties protections.

(U) The steps to implementing UAM are further 
expanded in the following pages. 

(U) Step 1: Review Policies

(U) The Program should review the agency insider 
threat policies to make a clear determination that the 
activities to be performed by the UAM capability are 
legal, proper and do not violate employee civil liberties. 
It is likely that policy will need to be continually reviewed 
and updated to meet the evolving requirements and 
threats posed by insiders. Subsequently, if policies 
do not cover the specific activities to be monitored, 
then action should be taken to update the policies in 
coordination with the General Counsel.

(U) The following U.S. law and national 
policies set the framework for UAM:

•	 Privacy Considerations: 

–– Constitution of United States

–– Privacy Act of 1974 (Pub. L. 93-579; 5 U.S.C. 552a)

•	 Executive Order 12333, United States Intelligence 
Activities, as amended, December 4, 1981

•	 Executive Order 12968, Access to Classified 
Information, August 4, 1995, revised by Executive 
Order 13467, Reforming Processes Related 
to Suitability for Government Employment, 
Fitness for Contractor Employees, and Eligibility 
for Access to Classified National Security 
Information, June 30, 2008 (section 3.5) 

•	 Executive Order 13587, Structural Reforms to 
Improve the Security of Classified Networks 
and the Responsible Sharing and Safeguarding 
of Classified Information, October 7, 2011

•	 White House Memorandum on National 
Insider Threat Policy and Minimum 
Standards for Executive Branch Insider 
Threat Programs, November 21, 2012 

•	 White House Memorandum on Compliance with 
President’s Insider Threat Policy, July 19,2013.

•	 Committee on National Security Systems 
Directive No. 504 Protecting National Security 
Systems from Insider Threat, January 2012

(U) Step 2: Evaluate the Current Underlying 
Information Technology Environment

(U) The IT professionals working within the Program 
should evaluate the current underlying IT environment. 
They may need to seek information from the Office of 
CIO and security. The evaluation should be conducted 
with the goal to learn the following:

•	 Number and location of computers, 
printers network equipment connected 
to the classified networks.

•	 Organizational units that own and 
operate the equipment.
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•	 Number of network users and a 
summary of their usage patterns.

•	 Any SLA or Memorandum of Understanding 
(MOU) that defines the IT services provided 
to access the classified networks.

•	 POCs for supporting organizations.

•	 Use or availability of software to support UAM.

(U) The characteristics of the current IT environment will 
affect the design decisions of the UAM capability. The 
UAM capability will reside in the IT environment, so it 
is very important to understand how that environment 
operates and the capabilities being offered. The 
Program should understand the capabilities of the 
network, systems, and software available for use and 
the process for certifying, accrediting and deploying 
software and systems. 
 
(U) Step 3: Evaluate the Future Underlying 
Information Technology Environment

(U) The future information technology (IT) environment 
should be considered when planning a UAM capability. 
The goal is to understand the architecture and software 
to be used in the next two to five years and then begin 
designing a capability that will align with the future 
and not require significant changes to the capability 
implemented in the near term. 

(U) The IT environments supporting many of the 
classified network environments are continually 
changing. For example, many agencies are moving 
to the Cloud, including software as a service (SaaS), 
infrastructure as a service (IaaS), elastic storage, and 
virtual desktops. It is very important that agencies 
understand the features and capabilities of these 
new environments to ensure compatibility with the 
current systems. An agency should seek to develop an 
immediate UAM solution that has the maximum potential 
for continued use in any planned future environment.

(U) The IT professionals working within the Program 
should conduct the evaluation of the future IT 

environment. They may need to seek information from 
the CIO. The evaluation should be conducted with the 
goal to learn the following:

•	 What changed in the Service 
Provider agreements?

–– Will my provider continue?

–– What other options exist?

•	 Will the number and type of users 
requiring access to the classified 
systems and networks change?

•	 What new technologies or services will 
impact these users of technologies?

–– Wireless networks

–– Mobile devices

•	 How will available UAM software 
solutions continue to evolve?

•	 How will the architecture and solutions 
offered by your service provider change?

(U) Step 4: Establish the UAM Capability 

(U) Using the knowledge of the current and future 
IT environments, the Program should establish 
the IT resources required to support the UAM 
capability. A primary task in this step should be 
to select the software to perform UAM. Then, 
select and implement the information resources 
necessary to deploy and operate the software. 

(U) The Program should be prepared to make the 
following decisions:

•	 What UAM software will to be used, or 
integrated into via hybrid service relationship

•	 What network location will UAM data be stored 

•	 What amount of storage will be procured

•	 What hardware and software will 
required to operate the capability
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adequacy of system controls on computer systems 
operated by that agency and to ensure compliance with 
established policies and operational procedures.

(U) Host: A host is a computer connected to a network 
and may offer information resources, services, and 
applications to other computers on the network.

(U) Host-Based Software: In the UAM context, this 
is an application executed within the local computer 
configured by a central server to monitor user activity. 

(U) Operational or Production System: The 
information and processing capabilities that support 
the daily operation of the organization in the 
accomplishment of its mission.

(U) Service Level Agreement (SLA): A formal, 
negotiated document that defines in quantitative  
and qualitative terms the services being offered to  
a customer.

(U//FOUO) Service Provider: The agency providing the 
classified network service to another agency. The owner 
and operator of a classified system issued to and used 
by another agency.

(U//FOUO) Subscriber: An agency that accesses a 
classified network owned and managed by another 
agency. A subscriber agency likely has no granular 
visibility into their user’s computer activity, as they do 
not technically administer the network.

(U) User: Individual or (system) process acting on 
behalf of an individual, authorized to access an 
information system.

(U) User Activity Monitoring (UAM): The technical 
capability to observe and record the actions and 
activities of an individual, at any time, on any device 
accessing U.S. Government information in order to 
detect insider threats.

•	 Activities include, but are not limited to: 
keystrokes, copy and paste, printing, viewing 
document content, web browser use, e-mailing, 
messaging, and use of removable media.

•	 Observe and record the format of text 
descriptions, screen capture, and full-screen 
video capture.

•	 UAM is near real-time.

•	 UAM operates in conjunction with inputs from 
other data sources such as enterprise audit and 
continuous monitoring.
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Office of the Director of National Intelligence (ODNI); the 
ONCIX; the Information Sharing Executive; the National 
Security Agency; Office of Management and Budget; 
the National Security Staff; the Defense Intelligence 
Agency; and the Information Security Oversight Office. 

(U) Is this new push going to impinge on anyone’s 
civil rights?

(U) The Government’s efforts are guided by the National 
Insider Threat Policy and the Minimum Standards for 
Executive Branch Insider Threat Programs and do 
not mandate reporting by employees on their fellow 
employees. They do, however, mandate training and 
awareness. The training simply educates employees 
about when activities or behavior observed might 
be indicative of insider threats or, at the very least, 
suggestive of improper activity (criminal or not). The 
awareness piece is intended to raise the awareness of 
these cleared employees whose classified placement 
and access make them the possible targets of foreign 
intelligence and security services. These do not require 
special talents. Just as if in the course of normal 
duties, an employee was to see someone removing 
classified documents that they should not be removing, 
for example, especially if this happens multiple times, 
without apparent reason, and the person appears 
nervous, that is suspicious activity that should be 
reported. The agency insider threat Program team 
then looks at the facts surrounding that activity and 
determines recommendations for actions that may be 
appropriate and necessary to respond to the reported 
activity. It is not that different from the situation where 
an employee sees someone with a suspicious package 
at a subway station, and reports it. Same thing. In past 
espionage cases, witnesses saw things that may have 
helped identify a spy or other malicious insider, but 
never reported them. In many cases they were unaware 
of the possible significance or relevance of what they 
had observed. That is why the awareness effort of 
the program teaches not only what types of activity to 
report, but how to report it and WHY it is so important  
to report it. 
 
(U) Why was the NITTF set up?

(U) The NITTF was set up in response to the WikiLeaks 
public release of thousands of classified documents. 
The NITTF develops national insider threat policy and 

supporting standards and guidance designed to help 
prevent a similar incident, or any other unauthorized 
disclosures of classified information. 

(U) What is an insider threat?

(U) The threat that an insider will use her/his 
authorized access, wittingly or unwittingly, to do 
harm to the security of United States. This threat 
can include damage to the United States through 
espionage, terrorism, unauthorized disclosure of 
national security information, or through the loss or 
degradation of departmental resources or capabilities. 
An insider is an entity with authorized access (i.e., 
within the security domain) that has the potential to 
harm an information system or enterprise through 
destruction, disclosure, modification of data, and/
or denial of service. Whistleblowers are not insider 
threats and are protected under federal statutes.

(U) How does the NITTF operate?

(U) The NITTF draws expertise from across the 
government in areas of security, counterintelligence, 
and information assurance in order to develop the 
policies and standards necessary for agencies to 
implement insider threat detection and prevention 
programs. A significant part of the NITTF effort involves 
assisting with educating and training personnel 
to recognize insider threats, without creating an 
atmosphere of distrust. After the NITTF implements the 
programs in each agency, the NITTF may evaluate the 
insider threat programs within individual Departments 
and Agencies. While interfacing with individual 
agencies, the NITTF will identify and share best 
practices for detecting and deterring emerging threats, 
and continue to assist agencies in resolving issues. 

(U) How do you detect an insider threat?

(U) Detecting potentially damaging behavior among 
employees with access to classified information involves 
gathering and analyzing information from many sources 
for behaviors of concern. Depression, alcohol or drug 
use, personal stress, financial trouble, and being 
disgruntled with an employer are all indicators that 
have appeared in actual espionage cases. Combining 
these indicators with other behaviors like working 
unexplained hours, accessing information unrelated 
to an employee’s job, a sudden increase in wealth, or 
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c.	 Developing and promulgating a comprehensive 
agency insider threat policy to be approved by 
the agency head by 21 May 2013.

d.	 Submitting to the agency head an implementation 
plan for establishing an insider threat program.

e.	 Submitting to the agency head an annual report 
regarding the progress and/or status of the 
insider threat program.

f.	 Ensuring the insider threat program is 
developed and implemented in consultation 
with the Office of General Counsel and 
civil liberties and privacy officials.

g.  Oversee the preparation and submission 
of quarterly Key Information Sharing and 
Safeguarding Indicators to the Senior Information 
Sharing and Safeguarding Steering Committee.

h. Establishing oversight mechanisms or 
procedures to ensure proper handling and  
use of records and data.

i.	 Ensuring access to such records and data is 
restricted to insider threat personnel who require the 
information to perform their authorized functions.

j.	 Ensuring the establishment of guidelines and 
procedures for the retention of records and 
documents necessary to complete assessments 
required by Executive Order (E.O.) 13587.

k.	 Facilitating oversight reviews by cleared officials 
designated by the agency head to ensure 
compliance with insider threat policy guidelines.

2.	 [Title of person responsible] will establish a working 
group comprised of agency personnel who have 
equity in this program, i.e. Security, HR, IA, Inspector 
General, CI, Office of the General Counsel, civil 
liberties and privacy officials. This group will assist in 
the development and implementation of this program.

3.	 [Title of person responsible] will write 
insider threat program policy, which will:

a.	 Identify the Senior Official, by name or title, with 
authority to provide management, accountability 
and oversight of the organization’s insider threat 
program and make resource recommendations.

b.	 Ensure personnel assigned to the insider 
threat program are fully trained in:

i.	 Counterintelligence and 
security fundamentals;

ii.	 Department or agency procedures for 
conducting insider threat response actions;

iii.	 Applicable laws and regulations regarding 
the gathering, integration, retention, 
safeguarding, and use of records and 
data, including the consequences 
of misuse of such information;

iv.	 Applicable civil liberties and privacy 
laws, regulations and policies;

v.	 Investigative referral requirements of 
Section 811 of the Intelligence Authorization 
Act for FY 1995, as well as other policy 
or statutory requirements that require 
referrals to an internal entity.

c.	 Direct CI, Security, IA, HR and other relevant 
organizational components to securely provide 
insider threat program personnel regular, 
timely, and, if possible, electronic access 
to the information necessary to identify, 
analyze, and resolve insider threat matters.

d.	 Establish procedures for access requests by 
insider threat program involving particularly 
sensitive or protected information.

e.	 Establish reporting guidelines for CI, Security, 
IA, HR and other relevant organizational 
components to refer relevant insider threat 
information directly to the insider threat program.

f.	 Ensure insider threat program has timely 
access, as otherwise permitted, to available U.S. 
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Government intelligence and counterintelligence 
reporting information and analytic products 
pertaining to adversarial threats.

g.	 Ensure insider threat program includes:

i.	 Either internally or via agreement with 
external agencies, the technical capability, 
subject to appropriate approvals, to 
monitor user activity on all classified 
networks in order to detect activity 
indicative of insider threat behavior.

ii.	 Policies and procedures for properly 
protecting, interpreting, storing, and limiting  
 
access to user activity monitoring methods 
and results to authorized personnel.

iii.	 Agreements signed by all cleared 
employees acknowledging that their activity 
on any agency classified or unclassified 
network, to include portable electronic 
devices, is subject to monitoring and 
could be used against them in a criminal, 
security, or administrative proceeding.

iv.	 Classified and unclassified network banners 
informing users that their activity on the 
network is being monitored for lawful United 
States Government authorized purposes 
and can result in criminal or administrative 
actions against the users.

h.	 Ensure the insider threat program:

i.	 Provides insider threat awareness 
training, either in person or computer 
based, to all cleared employees within 
30 days of initial employment, entry on 
duty (EOD), or following the granting 
of access to classified information.

ii.	 Provides insider threat awareness  
training annually. 

iii.	 Insider Threat awareness training will 
address current and potential threats in the 
work and personal environment and shall 
include, at a minimum, the following topics:

1.	 The importance of detecting insider 
threats by cleared employees;

2.	 The importance of reporting suspected 
activity to insider threat personnel;

3.	 Methodologies of adversaries 
to recruit trusted insiders and 
collect classified information;

4.	 Indicators of insider threat behavior and 
procedures to report such behavior;

5.	 Counterintelligence and security 
reporting requirements.

iv.	 Verifies that all cleared employees have 
completed the required insider threat 
awareness training.

v.	 Establishes and promotes an internal 
network site accessible to all cleared 
employees to provide insider threat 
reference material, including indicators of 
insider threat behavior, applicable reporting 
requirements and procedures, and provide 
a secure electronic means of reporting 
matters to the insider threat program.

i.	 Establish an integrated capability to 
monitor and audit information for insider 
threat detection and mitigation.

j.	 Address evaluation of personnel 
security information.

k.	 Establish and implement employee 
Insider Threat Awareness training.

l.	 Detail employee reporting responsibility.

m.	Establish a centralized analysis, reporting  
and response capability.
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n.	 Develop and implement sharing policies  
and procedures:

i.	 Counterintelligence 

ii.	 Security

iii.	 Information Assurance

iv.	 Human Resources

o.	 Address legal, privacy, civil rights and civil 
liberties issues.

p.	 Detail how to perform self assessments 
of compliance with insider threat 
policies and standards.

q.	 Detail how to report the results of the self 
assessments to the Senior Information Sharing 
and Safeguarding Steering Committee.

r.	 Detail support to independent assessments.

4.	 The insider threat program policy will be approved 
by [Title of person responsible].

5.	 [Title of your department or agency head] will 
ensure personnel assigned to the insider threat 
program are fully trained in:

a.	 Counterintelligence and security fundamentals;

b.	 Department or agency procedures for 
conducting insider threat response actions;

c.	 Applicable laws and regulations regarding the 
gathering, integration, retention, safeguarding, 
and use of records and data, including the 
consequences of misuse of such information;

d.	 Applicable civil liberties and privacy laws, 
regulations and policies;

e.	 Investigative referral requirements of 
Section 811 of the Intelligence Authorization 
Act for FY 1995, as well as other policy 
or statutory requirements that require 
referrals to an internal entity.

6.	 [Title of your department or agency head] will 
direct CI, Security, IA, HR and other relevant 
organizational components to securely provide 
insider threat program personnel regular, timely, 
and, if possible, electronic access to the information 
necessary to identify, analyze, and resolve insider 
threat matters.

7.	 [Title of your department or agency head] will 
establish procedures for access requests by 
the insider threat program involving particularly 
sensitive or protected information.

8.	 [Title of your department or agency head] will 
establish reporting guidelines for CI, Security, IA, 
HR and other relevant organizational components 
to refer relevant insider threat information directly to 
the insider threat program.

9.	 [Title of your department or agency head] will 
ensure insider threat program has timely access, as 
otherwise permitted, to available U.S. Government 
intelligence and counterintelligence reporting 
information and analytic products pertaining to 
adversarial threats.

10.	 [Title of your department or agency head] will 
ensure insider threat program includes:

a.	 Either internally or via agreement with external 
agencies, the technical capability, subject to 
appropriate approvals, to monitor user activity on 
all classified networks in order to detect activity 
indicative of insider threat behavior.

b.	 Policies and procedures for properly 
protecting, interpreting, storing, and limiting 
access to user activity monitoring methods 
and results to authorized personnel.

c.	 Agreements signed by all cleared employees 
acknowledging that their activity on any agency 
classified or unclassified network, to include 
portable electronic devices, is subject to 
monitoring and could be used against them in a 
criminal, security, or administrative proceeding.
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d.	 Classified and unclassified network banners 
informing users that their activity on the network 
is being monitored for lawful U.S. Government 
authorized purposes and can result in criminal 
or administrative actions against the users.

11.	 [Title of your department or agency head] 
will ensure the insider threat program:

a.	 Provides insider threat awareness training, 
either in person or computer based, to all 
cleared employees within 30 days of initial 
employment, entry on duty (EOD), or following 
the granting of access to classified information.

b.	 Provides insider threat awareness  
training annually.

c.	 Includes in the insider threat awareness 
training the current and potential threats in 
the work and personal environment and shall 
include, at a minimum, the following topics:

i.	 The importance of detecting insider 
threats by cleared employees;

ii.	 The importance of reporting suspected 
activity to insider threat personnel;

iii.	 Methodologies of adversaries 
to recruit trusted insiders and 
collect classified information;

iv.	 Indicators of insider threat behavior and 
procedures to report such behavior;

v.	 Counterintelligence and security 
reporting requirements.

d.	 Verifies that all cleared employees have 
completed the required insider threat  
awareness training.

e.	 Establishes and promotes an internal network 
site accessible to all cleared employees to 
provide insider threat reference material, 

including indicators of insider threat behavior, 
applicable reporting requirements and 
procedures, and provide a secure electronic 
means of reporting matters to the insider  
threat program.

f.	 Establishes oversight mechanisms or 
procedures to ensure proper handling 
and use of records and data.

g.	 Ensures access to such records and data  
is restricted to insider threat personnel 
who require the information to perform 
their authorized functions.

h.	 Ensures the establishment of guidelines 
and procedures for the retention of records 
and documents necessary to complete 
assessments required by E.O. 13587.

i.	 Facilitates oversight reviews by cleared officials 
designated by the agency head to ensure 
compliance with insider threat policy guidelines.

12.	 [Title of person responsible] will establish  
an integrated capability to monitor and audit 
information for insider threat detection  
and mitigation.

13.	 [Title of person responsible] will establish  
and implement employee Insider Threat  
Awareness training.

14.	 [Title of person responsible] will establish  
a centralized analysis, reporting and  
response capability.

(U) III Time Allocation: Each task will be completed 
on the date indicated:

1.	 Designate a Senior Official(s) with authority to 
provide management, accountability and oversight 
of the organization’s insider threat program and 
make resource recommendations in accordance 
with minimum standards, complete dd-mmm-yyyy.
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2.	 Establish a working group comprised of 
agency personnel who have equity in this 
program, i.e. Security, HR, IA, Inspector 
General, Counterintelligence, Office of the 
General Counsel, civil liberties and privacy 
officials, complete by dd-mmm-yyyy.

3.	 Write insider threat program policy in accordance with 
References A through J, complete by dd-mmm-yyyy.

4.	 Approve insider threat program policy, 
complete by dd-mmm-yyyy.

5.	 Hire or train insider threat personnel to minimum 
standards, complete by dd-mmm-yyyy.

6.	 Develop, either internally or via agreement 
with external agencies, the technical capability, 
subject to appropriate approvals, to monitor 
user activity on all classified networks in order 
to detect activity indicative of insider threat 
behavior, complete by dd-mmm-yyyy.

7.	 Develop agreements to be signed by all cleared 
employees acknowledging that their activity on 
any agency classified or unclassified network, 
to include portable electronic devices, is subject 
to monitoring and could be used against 
them in a criminal, security, or administrative 
proceeding, complete by dd-mmm-yyyy.

8.	 Develop and deploy classified and unclassified 
network banners informing users that their activity 
on the network is being monitored for lawful U.S. 

States Government authorized purposes and 
can result in criminal or administrative actions 
against the users, complete by dd-mmm-yyyy.

9.	 Develop an insider threat awareness 
training program to minimum standards, 
complete dd-mmm-yyyy.

10.	 Develop a method to verify that all 
cleared employees have completed 
the required insider threat awareness 
training, complete by dd-mmm-yyyy.

11.	 Establish and promote an internal network site 
accessible to all cleared employees to provide 
insider threat reference material, complete  
by dd-mmm-yyyy.

12.	 Establish an integrated capability to monitor 
and audit information for insider threat detection 
and mitigation, complete by dd-mmm-yyyy.

13.	 Establish a centralized analysis, reporting and 
response capability, complete by dd-mmm-yyyy.

(U) IV Progress: The individuals identified in the Tasks 
paragraphs are responsible for reporting on a weekly 
basis the status and completion percentage of each 
task. If there are delays detail the delays and the 
recommended solutions.
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15.2 Have we designated in writing a Senior  
Official(s) to be responsible for insider threat  
program efforts?	

15.3 Do “insider threat program” accomplishments 
account for a portion of the designated Senior 
Official’s written annual performance?	

15.4 Are insider threat program requirements 
fully documented?	

15.4.1 Do we have an insider threat policy?

15.4.2 Was the insider threat policy approved by 
the Agency’s senior executive leadership?

15.4.3 Does Agency policy establish a centralized 
insider threat program “hub(s)” fully empowered 
to gather information from components across the 
Agency (e.g., security, counterintelligence, information 
assurance, Inspector General, human resources, 
law enforcement) when that information is deemed 
necessary by hub personnel for insider threat analysis 
and response?

15.4.4 Does the insider threat policy ensure legal 
authorities and civil rights/privacy concerns are 
addressed in regard to hub operations?

15.4.5 Does the insider threat policy establish written 
standards for Agency components as to what types of 
potential anomalies and insider threat concerns must be 
reported to the centralized hub?

15.4.6 Does the insider threat policy require hub 
personnel to have counterintelligence training, to include 
familiarity with “Section 811” reporting requirements?

15.4.7 Does the insider threat policy include a 
mechanism to ensure that anomalies and insider threat 
concerns are resolved or reported to appropriate Agency 
or outside entities in a secure and timely manner?

15.5 Is there a periodic self-inspection process to gauge 
the effectiveness and efficiency of the insider threat 
program and correct its shortcomings?	

15.6 Is there a written process that involves 
stakeholders across the Agency to identify and assess 
risks to critical assets from malicious insiders?	

15.7 Does every classified system used by the Agency 
display a warning banner informing users that their 
computer activities are subject to monitoring and could 
be used as a basis to take administrative or criminal 
action against them?	

15.8 Do we have network capabilities to help  
identify insider threats?	

15.8.1 Do we monitor user activities on  
classified networks for anomalous or suspicious  
insider behaviors?

15.8.2 Are insider threat-trained personnel conducting 
analyses on these network user anomalies/behaviors in 
support of the insider threat hub?

15.8.3 Are insider threat automated “triggers” employed 
as part of the Agency user monitoring?

15.8.4 Are the insider threat automated triggers 
regularly reviewed and updated by insider threat 
program personnel?

15.8.5 Is there adequate compartmentation 
to ensure insider threat technical tools, 
procedures, and reporting are secure?

15.9 Is our CIO responsible for the security of all 
classified systems to which the Agency has access?

15.10 Do our employees access classified IT systems 
provided by another Agency service provider?	

15.10.1 Is there a written document (e.g., Service-Level 
Agreement (SLA), Memorandum of Agreement (MoA), 
or Memorandum of Understanding (MoU) that describes 
how Subscriber will operate external Agency’s classified 
IT systems (e.g. address services, how it will operate, 
priorities, responsibilities of involved parties, guarantees 
and warranties)?
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15.10.2 Does SLA, MoA, or MoU detail how the external 
Agency will provide insider threat user monitoring and 
reporting to support our insider threat program?

15.11 Do we conduct insider threat awareness training?

15.11.1 Is insider threat awareness training for 
employees conducted at least on an annual basis?

15.11.2 Is insider threat awareness training mandatory 
for employees with security clearances?

15.11.3 Does insider threat awareness training explain 
the indicators of insider threat behavior and the 
importance of insider threat reporting?

15.11.4 Does the insider threat awareness training 
explain proper procedures for employees to report 
suspected insider threat activities?

15.11.5 Is insider threat awareness training a mandatory 
component in orientation programs for all new 
employees with security clearances?

15.11.6 Is there a system or method for tracking which 
cleared employees have completed insider threat 
awareness training?

15.11.7 Does our Agency’s senior leadership 
personally promote insider threat awareness 
through e-mails, videos, or other outreach 
techniques using their names or images?

15.11.8 Does our Agency have a publicized internal 
website providing insider threat case examples, 
explaining insider threat indicators, and outlining correct 
reporting procedures?

15.11.9 Are our Human Resources personnel 
specifically trained on what matters to refer to insider 
threat personnel?

15.12 Do we have a Security program?	

15.12.1 Does our Security program comprise of 
personnel security, physical security, and information 
security components?

15.12.2 Does our Agency employ polygraph 
examinations to assess eligibility for 
access to classified information?

15.12.3 Does our Agency have a Security 
Financial Disclosure program?

15.12.4 Are security clearance adjudicators, security 
officers, and polygraphers trained on what matters to 
refer to insider threat personnel?

15.12.5 Are insider threat personnel granted access to 
Agency security program databases for analysis?

15.13 Do we have a foreign travel program?	

15.13.1 Is foreign travel reporting required by Security 
for personal travel of all cleared employees?

15.13.2 Is the foreign travel reporting program required 
by Security for official travel of all cleared employees?

15.13.3 Are security briefings conducted for travel 
to countries assessed to be high-risk intelligence for 
security threats?

15.13.4 Are debriefs conducted for travel to countries 
assessed to be high-risk intelligence or security threats?

15.14 Do we have a foreign contact reporting program 
for employees with security clearances?	

15.15 Do we use counterintelligence (CI) capabilities?

15.15.1 Does our Agency have a CI program?

15.15.2 Is the CI program implemented through written 
policies and procedures?

15.15.3 Does the CI program provide analysis and 
assistance to support our insider threat program?

15.16 Is behavioral science expertise used by insider 
threat personnel for insider threat deterrence, detection 
and/or disruption?	
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(U) Notes
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