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From: (b)(3), (b)(6)

To:

Subject: RE: Clearforce - Tysons Security Company Aims to Intercept Risky Employee Behavior
Date: Thursday, September 5, 2019 1:59:14 PM

Classification: UNCLASSIFIED

We could yes. It would be ideal to have (0)3). (b)(6) as well. I'm guessing the hard part will be to
obtain the data. They use whistleblower reports and HR data to flag someone as risky.

(b)(3), (b)(6)

Program Manager - Transformation and Innovation/Strategic Initiatives Office
Office of the Director of National Intelligence

ic/awics: [(QIGNQIE)

Open
Ph:
Secure:

From{QIOXQIG)
Sent: Thursday, September 05, 2019 1:54 PM
s (b)(3), (b)(6)

Subject: RE: ClearForce - Tysons Security Company Aims to Intercept Risky Employee
Behavior

Classification: UNCLASSIFIED

Usually, each organization will assign people from the legal, security and human resources

divisions to have access to the information Clearforce collects about the employees. This
sounds similar to ho described his insider threat program: it sits

IN HR. He is convinced that being under HR is what makes his program so successful.

“Static point-in-time behavioral checks are outdated today, (b)6) baid, adding that most
organizations do a pre-hire check and then an annual check. “The difference between
rechecking and continually evaluating is you’re exposing yourself to gaps,” he said. Um, YEP.

So —do we try to meet with this guy and understand better how they use Al to make the
data useful and timely?

(b)(3), (b)(6)

(b)(3), (b)(6)

ICCHCO
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Right, Trusted, Agile Workforce Initiative

(b)(3), (0)(6)

From: (3), (b)(6)

Sent: Thursday, September 05, 2019 1:46 PM

LEH(0)(3), (b)(6)

Subject: FW: ClearForce - Tysons Security Company Aims to Intercept Risky Employee
Behavior

Classification: UNCLASSIFIED

RTAW team,

| stumbled across this article yesterday. Found it interesting considering that the CE
program is not actually automated right now. Wonder if this technology could help
with that. They have tailored solutions.

(b)(3), (b)(6)

https://www.tysonsreporter.com/2019/09/04/tysons—-security-
company-aims-to-intercept-risky-employee-behavior/?
mc _cid=594c74f63b&mc eid=2c534ec988

Around Town

Tysons Security Company Aims to Intercept Risky Employee
Behavior

Catherine Douglas Moran
September 4, 2019 at
3:30pm

A Tysons-based company aims to keep companies and government
agencies secure
by curtailing and catching employees’ risky behavior.

ClearForce offers a customizable employee risk

management platform for private and public sector

organizations. Started in

2015, the company is located at 8000 Towers Crescent Drive, Suite
1525.

CEO Tom Miller told Tysons Reporter that the company has an ideal
headquarters because of “the level of talent and expertise with
not only

national security but also with analytics” in the Tysons area.

“This may be the perfect location to start a company that is
focused on
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security,” he said.

While Miller declined to say how many clients ClearForce has, he
said “some”
are located in the Tysons area.

The platform continually monitors employees’ activities inside
and outside of

their organizations. Information can come from peer reports,
arrest records and

complaints, Miller said.

On the front end, the portable platform helps organizations

discover risky

behavior — from a physical risk like working with kids or an
information access

risk — by providing real-time alerts for high-risk behavior,
Miller said.

Miller pointed to two main “red flags” for risky behavior that
ClearForce has

seen over and over again — patterns of low-level criminal
activity and

disengagement.

“Everybody hires individuals they trust, but over time, things
happen, ”

Miller said, adding that “1life events” can lead employees to feel
disengaged at

work.

How does ClearForce flag disengagement? Miller said that peer
complaints,

reports about bullying and harassment, complaints from outside of
the

organization, whistleblower reports and reports of criminal
activity tied to an

individual can indicate an issue.

While some places have self-reporting policies, Miller said that
“doesn’t
happen often, especially when it puts the job at risk.”

Usually, each organization will assign people from the legal,
security and

human resources divisions to have access to the information
ClearForce collects

about the employees. Meanwhile, employees who use the platform
can access a

portal where they can submit self-reports and peer reports.

“It’s not designed to be a punitive system,” he said, stressing
that the

information in the platform can encourage preemptive actions,
like counseling

and wellness programs. “It’s not designed to replaced HR.”

The platform works slightly differently for each organization. It
is tailored

to match organizations’ policies and level of scrutiny needed for
different

employees, contractors, volunteers — anyone associated with each
place.

For example, Miller said that driving under the influence charges
may be more

important for ClearForce to monitor for employees who drive than
ones who don’t.

Companies only doing background checks before hiring employees or
rechecking
could miss negative information about employees, Miller said.

“Static point-in-time behavioral checks are outdated today,”
Miller said,
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adding that most organizations do a pre-hire check and then an
annual check.

“The difference between rechecking and continually evaluating 1is
you’ re
exposing yourself to gaps,” he said.

The subscription fee for the platform depends on the number of
the employees
in the system from each organization interested in using it.

“Every employee wants to work in a safe and secure workplace,”
Miller said.

(b)(3), (b)(6)
Program Manager - Transformation and Innovation/Strategic Initiatives Office
Office of the Director of National Intelligence
[FAWIeN (D) (3), (b)(6)
Open:
Ph
Secure

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED





