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CHAPTER 1: INTRODUCTION

Terrorist groups across the globe arc constantly in need of strong training for their
members, particularly when involved in insurgent operations. Yet, most of their training
camps arc in difficult to rcach arcas by design, and arc heavily targeted by the United
States, its allies, and in some cases, the host country itself. Groups are therefore
continuously on the lookout for new safc havens, even though the number of possibilitics
are constantly shrinking. According to The Manchester Document, a terrorist manual
scized from the Manchester, England home of an Osama bin Laden disciple, there arc 13
qualifiers for training locations, 4 qualifiers for the trainers, and 6 for the trainees, all
related to sccurity alone.' As terrorist groups have proven themselves to be highly
flexible and adaptable to any sitvation, it is likely that they will continue to seek training
alternatives, particularly those that do not involve extensive operational sccurity
(OPSEC) on their part.

Terrorist training camps abroad are under constant attack by the United States
military and its allies. This means loss of life, equipment, and an established location, all
of which must be replaced if training is to continue. The number of possibilities for new
and suitable camp locales is dwindling as security concerns and operational challenges
limit options. In addition, members who have attended are not only linked with each
other, but also linked by evidence of travel to countries known as hosts for terrorist
organizations. Although there are benefits for terrorist groups to run their own camps

control over curriculum, group cohesion, and indoctrination — there are also major

: Al-Qaida, The Manchester Document: Tervorist Manual, »Sixth Lesson: Training,”
online scanning of document, UK/BM-43 Translation, 2-3, URL:
<www.thesmokinggun.com/archive/jihad
manual.html>, accessed 30 October 2006.
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hurdles. The difticulties faced in this regard are likely 1o create the impetus for
adaptation and third-party courscs may be the best answer.,

Privately owned courses that are open to the public provide a viable alternative.
They may fall short in reinforcing Islamist ideology, but they have the potential for huge
benefits for the foreign terrorist. Training includes most of the skills required for both
freclance terrorists and insurgents; they would not “red flag™ an individual becausce of
foreign travel, there seems Lo be relatively weak security and little monitoring by the U.S.
government basced on open source interviews, and there is valuc added in Icarning
American culture as well as U.S. military tactics, techniques, and procedures (TTPs). In
addition, “abovc board” and publicly accessible training may simplify the funding

apparatus and create fewer opportunities for tracing by the U.S. Treasury Department.

TERRORIST TRAINING

In deeiphering what training environments would be best suited for terrorist
organizations, it is important to understand two things; first, what the curriculum is for
Islamist training camps and what skills need to be taught, and sccond, what are the
characteristics of their current camips? By understanding their requirements and the status
of their overscas camps today, any motive for change can be uncovered.

Certain resources, like The Manchester Document and other manuals, can be used
to outline weapons and tactics nceded by Islamist terrorists as well as the breadth of
security concerns. Not only do terrorist organizations want their members 1o be taught

how to firc a weapon, but also how to act in military situations, how to maintain good
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OPSEC (operational security),” how to communicate secretly,” how to withstand
interrogation,* and how to assassinatc individuals using “riflcs and pistols™ as well as
“poisons and cold steel.” Although the above are only a few examples mentioned as
lessons in The Manchester Document, there arc resources for discovering what trainccs
are actually taught in their camps. Brian Jackson compiled a short list for his book
Aptitude for Destruction, Volume 2: Case Studies of Ovganizational Learning in Five
Terrorist Groups:

[Jama’a Islamiyah] members who attend training camps receive physical
conditioning and are trained in the use of the following types ol weapons and
tactics:
» Basic firearms (pistols, automatic rifles, mortars, etc.)
»  Military tactics
e Explosives, including the safe handling of explosive materials and the
usc of the improvised cxplosive device
*  Assassination techniques”
When taught by members of the terrorist organization themselves, these skills may be
tailored to the specific mission the traince will encounter later on. Yet they are not
abilities limited to terrorists and do exist in any other high-level military-type training
setting.
Terrorist camps themselves have certain characteristics that must also be
understood to obtain a complete view of training operations. There are 13 prercquisites

for training locations including: “distance from the populated areas with the availability

of training nccessitics. . .availability of medical services during the training. . .the place

? Manchester Document, Lessons 8 and 9.

3 Manchester Document, Lesson 13,

¥ Manchester Document, Lesson 17.

> Manchester Document, Lessons 14 and 16.

® Brian Jackson, et al., Aptitude for Destruction, Volume 2: Case Studies of
Organizational Learning in Five Terrorist Groups {Santa Monica, CA: The RAND Corporation,
2005), 77.
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should not be situated in such a way that the training and trainees can be seen from
another location.”” Thus, training camps arc located in sparscly populated arcas with
access Lo food and water, as well as medical facilities within a reasonable distance. In
addition, there must be room and cquipment appropriate to the number of trainces and
trainers that are aptly competent to teach. With access to training manuals that delineate
all nccessary precautions and requirements, it scems that cstablishing camps should not
be that strenuous, yet as will be seen in subsequent chapters of this thesis, there are
scrious obstaclcs.

PRIVATELY OWNED THIRD-PARTY PARAMILITARY COURSES

IN THE U.S.

It is widely accepted that paramilitary courses exist in many countries around the
world, yet they are ubiquitous within the United States as well. A simple Google scarch
turned up 750,000 hits for “survival schools,”™ 15,800,000 for “weapons training,”q and

10 and these were by no means exhaustive lists.

1,060,000 for “mercenary training
Survival and bushcraft programs can be found predominantly in the western U.S.,

Arizona, and Florida depending on the type of terrain addressed. Weapons programs on

the other hand exist in various forms throughout the country, although many are

T Manchester Document, Lesson 6, 2.

¥ Google Scarch for “survival schools,” URL: <www.google.com/scarch?clicnt=safari
&rls=en-us&g=survival+schools&ie=UTF-8&0e=UTF-8>, accessed | November 2006.

’ Google Scarch for “weapons training,” URL: <www.google.com/scarch?client=safari
&rls=en-us&g=weapons+training&ie=UTF-8&oe=UTF-8>, accessed | November 2006.

' Google Search for “mercenary training,” URL: <www.google.com/search?client=safari
&rls=cn-us&qg=mercenary | training&ic=UTF-8&o0c=UTF-8>, accessed 1 November 2006.
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headquartered in the southern U.S. If travel is not a limitation, whichever skills are
sought, a privatcly owned company is guarantced to teach them., '

Besides security procedures, which will be discussed in Chapter 7, there are two
picces of critical information regarding privately run training courscs. The first 1s what
classes are offered and what skills will be taught. Using only the World Wide Web,
programs run the gamut from simple wilderness survival to weapons training to
paramilitary tactics and lethal techniques. Two companies have been singled out as
representative cxamples of a larger cadre, Front Sight Fircarms Training Institute and the
Global Survival Institute. Front Sight is the more professional-looking option based on
the extent of its website and the standards of its applicant process. It provides weapons
training running the gamut from handguns to martial arts to the Uzi submachine gun and
caters both to private citizens and to law enforcement and government officers.'> The
Global Survival Institute also claims to train military personnel as well as anyone else
who signs up for their classcs in escape and cvasion, extreme survival, [cthal techniques,
and the most daunting, “travel like a ghost.” It is this last one, described as “designed for
thosc who refusc to become victim to the emerging surveillance socicty,” that is of
particular note because it includes topics like counter-surveillance techniques, financial

privacy and assct protection, changing identity, and the formidable scction on “*personal

" Training manuals, videos and DVDs may also be found online with no security check
or risk of cxposure. Onc cxample is Special Forees Adventure Training (SFAT) “Survival DVD
Instruction” and the “Special Forces Weapons Systems CDROM” ofTered from the United
Kingdom for £9.99 and £7 respectively. These and numerous others put out by the same
organization can be found at URL: <www spccial-forces-adventure-
training.co.uk/special forces products-to-buy.htm>. accessed | November 2007.

* Front Sight Firearms Training Institute, Course Descriptions, URL:
<http:/f/www . frontsight.com/Courses.asp>, accessed 24 June 2007,
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security in a declining society.” ” The range of options available 1o the public 1s
dizzying, particular when the implications and uscs of thosc tactics arc understood fully.,
The other key piece of information regarding these courses is the quality and
background of their instructors. Although former members of the U.S. military may have
a vast knowledge on the various topics, they can present a danger to valuable milhitary
mcthods and Army TTPs. Front Sight includes quotes from three of its cmployccs
proving their quahfications, but also highlighting the very backgrounds that might make
them desirable teachers for potential terrorists. Thosc listed include a full time police
officer and SWAT team member, a Depuly Sherift and law enforcement firearms
instructor, and the Front Sight Range Mastcr, a 20-ycar veteran of the Marine Corps. '
The Global Survival Institute also heralds its instructors, although mentions them by first
name only; Bob, the Dircctor and Chicf Instructor, is a former officer in the U.S. Army
and “commanded a classified Nato [sic] military operation in Europe along the iron
curtain for several years.”'” Among others, the staff also includes Bow, a Canadian ex-
infantry paratrooper, Chuck, a former U.S. Navy Corpsman and Air Force Medic who
served in Vietnam, and Eric, a current Staff Sergeant in the U.S. Air Force. '* These are
only two examples of courses open to the public that are not only taught by people with

U.S. military cxpericnce, but arc advertised as such. They may make for well-informed

Y Global Survival Institute, Class Information: Travel Like a Ghost, 2007, URL:
<http:/www.survivaltrainingohio.com/class_info/PRIVACY htm>, accessed 24 June 2007.

* Front Sight Fircarms Training Institute, World Class Instructors, 2006, URL:
<http:/fwww.frontsight.com/worldclassinstruction.asp>, accessed 24 June 2007.

' Global Survival Institutc, Staff, 2007, URL.:
<http://www.survivaltrainingohio.com/Staff
findex.htm:>, accessed 24 June 2007.

' Global Survival Institute, Staff.
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instructors, but they also are likely o give away valuable insight into military methods
and could advertise U.S. TTPs to the adversary.

The existence of these programs provides a possible outlet for terrorist
organizations looking for altcrnate training opportunitics. Not only arc private courscs
available in the United States, but they also teach an array of skills, former U.S. military
pcrsonngel as instructors, and have minimal security practices. The dctails of these coursces
will be outlined 1n Chapters 5 and 7 and drive 1o the core of this thesis’ research question:
how can, and why would, tcrrorist groups or group members cxploit privatcly owned
third-party training courses in the United States in lieu of their own heavily targeted

camps?
HYPOTHESIS, TERMS AND ASSUMPTIONS

This thesis seeks to demonstrate how and why the terrorist training paradigm
might shift from the camps of terrorist organizations in places like Pakistan and Sudan, to
privately owned third-party courses within the United States itself. The oversights made
regarding flight schools before September |1 1™ cannot be allowed to occur in this arca as
well. It is at the per1l of U.S. citizens and soldiers 1f the adaptability of the country’s
adversarics is ignored and a lack of imagination is allowed to limit the scope of
mvestigations.

For the purposes of this thesis the term “terrorist™ has been limited to
international Islamist terrorists, such as those belonging to al-Qaida or its related

factions. Islamism “amounts to an cffort to turn Islam, a religion and civilization, inte an
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ideology.”'” IslamistWaltch defines Islamists as “hav[ing] many goals, the ultimate one is
cstablishing a worldwide Caliphate (Islamic statc): to overthrow and destroy democratic
governiments across the globe and replace them with a single Taliban-style Islamic
fundamentalist theocracy.”'® It has been chosen to describe the terrorists in question in
place of words commonly used such as “fundamentalist” or simply “Islamic” because the
latter two arc over-simplificd asscssments of the beliefs held by these groups and
misrepresent a large portion of the Muslim population. Although other terrorists groups
cxist that may wish to cxploit the training opportunitics discussed herein, the discussion
will be Iimited to Islamists as the body of work studying them is greater and the strategic
implications morc immediate and critical,

A working definition of what is meant by “privately owned third-party training
courscs” should be explained up front as well. Thesc are companics owned by
individuals in the United States that teach survival techniques, firearm usage, and
paramilitary tactics. References to these courses should be understood to include all
levels of expertise and areas of “study”™ unless a particular sub-class is noted. These
courses will be deseribed in more detail below, but were all found using open sources and
are available to any member of the public who can pay the entrance fees and meet the age
and health requircments stipulated by the individual programs.

Three main assumptions are made in this thesis. The first is that the terrorists
asscssced here arc only those defined by the term “Islamist” above. It will not involve

terrorist groups with other motivations such as the Marxist Tamil Tigers or the Irish

' Daniel Pipes, “Distinguishing Between Islam and Islamism,” Center for Strategic and
International Studies, 30 June 1998, Article can be found at URL: <http://www.daniclpipcs.org
farticle/954> accessed 17 June 2007.

" IslamistWatch is a catalog of the writings, beliefs, motives, and methods of the Islamist
movement and can be found at URL: <http://'www.islamistwatch.org>, accessed 13 July 2007.
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Republican Army. The second is that the training outlined in Chapter 4 focuses on
wcapons and paramilitary training and not on idcological or rcligious indoctrination.
Although Chapter 7 discusses that aspect of terrorist traiming while arguing pros and cons
of third-party courscs, it 1s not considcred the focus of this thesis. The third stated
assumption 1s that the scope of available privately owned third-party paramilitary training
courscs 1s limited to those within the United States and does not delve into programs that
may be found overseas. Although the final chapter of this thesis discusses this aspect as a
proposal for further study, such courscs arc not included in the body of the argument.,
These assumptions should help to clarify the arguments of this thesis and establish the

foundation for the following cxplanation of the chaptcrs.

SUMMARY OF CHAPTERS

The literature cited in this thesis and used as the springboard and support for the
hypothesis combined two discrete arcas of study. The first delves into terrorist
organizations and individuals. It includes their own manuals, open source news articles,
and scholarly books and journal articles. Authors such as Harvey W. Kushner and Marc
Sageman, both experts in the field, proved critical to understanding the nature of terrorist
networks and the thought process behind their infrastructure. The sccond arca looks at
domestic American militant extremists and their training practices. As the impetus for
much of the weapons and survival programs that cxist within the U.S., their history and
methods were important in laying the groundwork for the courses seen 1n abundance
today. The legacy they leave for pushing their Second Amendment rights provides the

treedom for foreign terrorists to exploit paramilitary courses for their own ends.
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These areas of study may seem too diverse to compel a unified thesis, but the
third scction of the litcraturc review 1n Chapter 2 proves that similarity converges where
ideology diverges. Again Harvey Kushner plays a critical role through his 1998 book
Terrorism in America and brings domestic and international Islamist terrorists side-by-
side. There is no indication, or supposition, that the two have or will work together, but
the same was said of Sunni and Shi’a groups in Iraq, so the parallcls arc of utmost
mportance.

Chapter 3 describes the methodology followed for the thesis, which was relatively
straightforward and focused primarily on brainstorming techniques, “Red Teamm™ analysis
and qualitative rcasoning mcthods. Archival and literary rescarch was the first step in
establishing academic roots both 1n relation to Islamist terrorists and pseudo-military
training in the United States. This was synthesized with current rescarch into terrorist
groups’ training requirements and adaptive abilities to achieve an understanding of their
perspective. This “Red Team™ approach made up Chapter 4 and provided a list of training
needs and goals, which was followed in Chapter 5 by an analysis of the offerings of
privatcly owned third-party training courscs in the U.S. uncovered through open source
content analysis. The two are compared in Chapter 6 to lay the groundwork for an
cvaluation against current sccurity mcasures and screening practices as well as law
enforcement vigilance. These latter two research fields were collected through literary
sources, interviews with law enforcement and non-profit watchdog organizations’
personnel, and legal statutes. The final piece, found in Chapter 7, was a cost/benefit

analysis weighing pros and cons of terrorists’ own camps and the third-party option. The
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sum of these processes should provide a coherent picture of the research problem and the
likelihood of a paradigm shift.

While Chapter 7 details the bulk of the thesis’ findings and outlines the
cost/benefit analysis mentioned above, Chapter 8 goces once step further. A summary of
the research and a delineation of the conclusions that can be drawn are only one portion
of this paper’s final scgment. The fact that privatcly owned third-party courscs should be
so attractive to terrorists has important implications for the U.S. government and its law
cnforcement and intelligence ageneies. Terrorists will be harder to track with fewer *red
tflags” and more distant connections to each other. They will gain critical knowledge of
Amcrican TTPs as wcll as of the culture and public opinion formation. This valuc added
will greatly enhance their ability to blend in with Americans as well as their ability to
fight the U.S. military overscas and plan against U.S. targets. To this end, certain actions
are recommended for the governiment in terms of information sharing and coordination,
monitoring of courses, and incrcasing sccurity practices. A central databasc of training
courses and mandatory reporting requirements will enhance the effort to bring these
privatc programs into the collection loop; something which 1s imperative to avoiding the

I .
" America.

tlight school oversight of pre-September 11
Chapter 8 also claborates on a number of related topics that warrant further study.
These include links between domestic militias and publicly available training courses,
more in-depth surveys of paramilitary programs to determing instructor backgrounds and
precise security methods, as well as an expansion of research into mercenary training

overseas. The most formidable unanswered question 1s whether terrorists arc attempting

any sort of shifl in traming paradigm. A supplemental annex {Annex 1) is attached



Approved for release by ODNI on 12-09-2021, FOIA Case # DF-2022-00016

outlining an indicator-based model for tracking changes to terrorist training practices and
1s mcant to jump-start a thesis or critical assessment of this possibility.

In all, this thesis seeks to explain not only the pros and cons of each terrorist
training paradigm, but also the impact of cach upon the terrorist organization, their
operations, and the security of their members. As further obstacles arise toward
maintaining thcir own camps, they arc likely to scck a new solution that suits their needs.
As Anthony Cordesman of the Naval War College Review states, “negating one kind of
threat of terrorists or other asymmetric opponents simply forces them to devisc and
implement another kind.”'"" It is the job of the U.S. government, academics, and the
mntclligence community to scek out these adaptations before terrorists can implement

them and take advantage of weaknesses 1n the system.

" Anthony H. Cordesman, “The U.S. Military and the Evolving Challenges in the Middle
East,” Naval War College Review (Summer 2002); 85-86.

12
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CHAPTER 2: LITERATURE REVIEW

Third-party training for terrorist members is a relatively unknown quantity.
However, there exists significant research on a few related topics. Training courses
within the United States were uncarthed primarily through open source resources, such as
the Google search engine on the World Wide Web. Scholarship was found on two topics
that, when synthesized, create the body of work that forms the basis for this thesis. The
first element is that of terrorist training; the existence of camps, training requirements,
tactics, and member involvement. Although the vast majority of study has been devoted
to terrorist organizations’ own camps abroad and the simple fact of their existence,
certain pertinent details could be gleaned from similar sources.

The second element is that of paramilitary and weapons training within the United
States. It offers an important understanding of the environment in which such training can
exist and the opportunities that are provided in abundance. More importantly, when this
research on extremist groups is set side-by-side with that of Islamist terrorist training, the
similarities and possible crossover are evident. Two key books are discussed in the final
section of this chapter describing just such a relationship. While no real research may
exist on the specific topic at hand, the supporting literature aptly tackles the various

aspects of the thesis and thus creates a foundation on which the hypothesis is built.

TERRORIST TRAINING

Most literature on terrorist training involves identification and examination of
camps and madrassas in places like Pakistan, Sudan, and most recently, Somalia. More

generalized discussions of the terrorist psyche and motivations mention, at least briefly,
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where individuals with such intentions go to receive their training and inculcation of
Islamist idcals. This topic dominates news articles as much as it docs U.S. military target
lists. Shortly afler 11 September, CNN.com made a point of discussing the area of
Pakistan closcst to the Afghan border beeause it has traditionally been the location for
tens, if not hundreds, of camps.20 The Associated Press featured an article soon afier the
invasion of Iraq, describing a terrorist training camp discovered there.?' That
considerable time has been devoted to identitying such is signmificant for the purpose of
this thesis. They arc no longer scerct.

Not only is the public aware, but so too 1s the U.S. military and its allies. In the
Parameters article “Rolling Back Radical Islam,” Ralph Pcters suggests taking on radical
[slam on the “frontiers,” particularly in the form of training camps, as this is where 1t will
be most predominant and most vulnerable.® As these camps are identified as centers of
gravity 1n the terronst organization and the primary mechanism for traiming and
indoctrinating new members, “the US must,” as Liagat Ali, a former militant said, “strike
the training camps if it hopes to win the war on terrorism.” 3 As more are largeted,
terrorist organizations will have to continuously look for other viable options. The
number of places where they can train freely and without undue intervention is dwindling

rapidly: “The three places where al Qacda can train openly, and most cffectively, arc

* Satinder Bindra, [ndia ldentifies Terrorist Training Camps, CNN.com/World. 19
Scptember 2001.

! Associated Press, “Marines Discover Terror Training Camp Near Baghdad,” Fox News
Online, 16 April 2003, URL: <www foxncws.com/story/0,2933,84291,00. html>, accessed 31
October 2006.

22 Ralph Peters, “Rolling Back Radical [slam,” Parameters 32, Iss. 3 (Autumn 2002): 4.

* Bindra.
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Pakistan, the Philippines, and Palestinian controlled Gaza. None of these areas are perfect
for al Qacda.”*

To decipher what requirements or recommendations exist for terrorist members
and organizations on the topic of training, a major rcsource was The Manchester
Document. This terrorist manual was seized from the Manchester, England, home of an
Osama bin Laden disciple and has given valuable insight, as onc of a fow primary
documents available. In particular The Manchester Document oullines sirict guidelines
on what sccurity procedurcs must be cnacted for any training camp and the conduct of
trainees. Thus it was critical in understanding the mindset and approach to training
nceessary for the “red teaming™ portion of this study as well as the hurdles involved in
running their own camps.

There arc considerations to be weighed when relying primarily on onc source,
particularly with the adaptability of terrorist groups. The fact that The Manchester
Document 1s now widely available and studied by law enforcement and government
agencies around the world might suggest that terrorist groups would seek o alter their
requircments and strategy to defeat any defense against them. Yet, the document mainly
details good operational security and a laundry list of recommended tactics. Although it
is possible that they may shift, since it did not discuss specific missions or targets there is
no reason 1o believe that they must change the basic concepts of the manual. Thus, The
Manchester Document 1s likely to remain a legitimate source of information on terrorist
requirements and basic security procedures and so played a significant role 1n the

formation of this thesis.

¥ James Dunnigan, Where Islamic Terrorist Training Camps Still Thrive, Strategy Page
Online: Dirty Little Secrets, 3 August 2005, URL:
<www stratcgypage.com/dls/articles/ 200583234258 asp>, accessed 31 October 2006.

15
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Formal scholarship on terrorism also played a role in establishing the basic
premises of this thesis and 10 understanding the terrorist perspective. Mare Sageman’s
semunal work, Understanding Terror Networks, addresses many aspects of the global
Salafi movement and can be applicd to most Islamist terrorist organizations. In
particular, he discusses recruitment or *joining the jihad” and identifies 1t “more of a
bottom-up than a top-down activity.”* This clucidation is important in understanding
how new members might opt to train before ever officially joining a terrorist
organization. In fact, Sageman supports the notion that it would be in their best interest

to improve their resumé:

A lot of Muslim young men want 1o join the jihad but do not know how. Joining

the jihad is more akin to the process of applving to a highly selective college.

Many try to get in but only a few succeed, and the college’s role is cvaluation

and sclection rather than marketing. Candidates are enthusiastic rather than

reluctant.”

According to The Manchester Document, individuals are encouraged to blend in
with socicty and not draw unduc attention. Harvey W. Kushner claborates on this point
in his book, IHoly War on the Home Front, by citing a section of the police academy
training manual called Terrorism: Awareness, Prevention, Response. In it is a list of
“behavioral indicators” for 1dentifying persons engaged in terrorist activities which is

topped by “Assume[s] Americanized appearance.” This idca draws on the Islamic

practices of tagivya and kitman, by which a Muslim may hide his rehigious identity and

* Marc Sageman, Understanding Terror Networks (Philadelphia, PA: University of
Pennsylvania Press, 2004), 122,

% Sageman, 122,

¥ Harvey W. Kushner, Holy War on the Home Front: The Secret [slamic Terror Network

in the United States (New York, NY: Sentinel, 2004), 131.

16
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neglect certain requirements of Islam, such as Safat or prayer five times a day, if his
situation nccessitates it,

These practices of tagivya and kitman are described under the heading of “Islam
and Dcnial and Deception™ by an article published 1n the Middle East Review of
International Affairs. According to the authors, “fagivve means precautionary
dissimulation™ and “kitman constitutcs mental reservation or conccalment of malevolent
intentions.”” Shultz and Beitler also explain the basis of the concepts in the Qur’an and
their historical precedents during the Spanish Inquisition. While this text helped
underscore the importance and common use of fagivya and kitman in modern history,
another author, Danicl Pipes, cxplained their original use by Shi’a Muslims, the minority
sect, in posing as Sunni Muslims, the majority sect, in order 1o protect themselves. Pipes
quotcs a saying of the Syrian *Alawis (also known as Nusayris), a sub-scct of the Shi’a,
“a man dresses does not change him. So we remain always Nusayris, even though we
cxternally adopt the practices of our neighbors. Whoever docs not dissimulate is a fool,
for no intelligent person goes naked in the market.”” The MEMRI article and Pipes
book were important in clearly understanding the concepts of tagiyya and Aétman as they
play serious roles in the lives of Muslims attempting to blend in with society and would

be critical for those shifting training to programs within the United States.

# Richard H. Shultz, Jr. and Ruth Margolics Beitler, “Tactical Deception and Strategic
Surprise in Al-Qai’da’s Operations,” Middle East Review of International Affairs 8, no. 2 (June
2004): 56.

# Sulayman Efendi al-Adhani, Kitab al-Bakura as-Sulavmaniva fi Kashf Asrar ad-
Divana an-Nusayvriva. As quoted in Daniel Pipes, The Hidden Hand: Middle East Fears of
Conspiracy (New York: St. Martin’s Press, 1998), 293,
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MILITIAS GROUPS AND PARAMILITARY TRAINING
WITHIN THE U.S.

As mentioned above, the majority of information gathered on privately owned
training courscs 1n the United States was collected through the Internct and websites
hosted by organizations which offer such programs. Although no resources could be
found listing how many c¢xist or the naturc of their training, scholarship was found on the
rise of militias in the United States and the pervasiveness of radical political movements.
The literaturc described below was supplemented with information from the websites of
organizations such as the Southern Poverty Law Center as they track domestic hate
groups and cxtremist activity.

The dominant work in this field was Daniel Levitas™ The Terrorist Next Door:
The Militia Movement and the Radical Right. In its pages he outlines the history of
terrorism in the U.S. and how it has evolved over time. In relation to this thesis, he
discusses the training schools and seminars of the CPDL (Christian-Patriots Defense
League}), the CSA (The Covenant, the Arm, and the Sword of the Lord) and the AAM
(American Agriculturc Movement). These organizations were founded partially on the
presumption of protecting America from 1ts enenues within and without through violence
tf necessary. One particular session was billed as:

an ‘ecological seminar to clean up this land of ours” and one of the organizers. ..

described it benignly as a “Bible study’ session. But the program featured

training in explosives, guerrilla warfare, knife-fighting, hand-to-hand combat,
first aid, and “usable poisons"30

¥ Daniel Levitas, The Terrorist Next Door: The Militia Movement and the Radical Right

(New York, NY: Thomas Dunne Books, 2002),183.
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Such militia movements and training were not isolated events. In his article, “The
Risc of Citizen Militias,” Danicl Junas states that “by carly 1995, movement watchers
had identified militia activity in al least 40 states, with a conservatively estimated hard-
core membership of from 10,000 to 30,000 and growing.”*' Although it scems likely that
someone of Arab descent would have trouble attending a program run by militant white
racists, the fact that they exist and that there 1s so much demand for paramilitary training
leaves other similar options open. Not only will demand drive the creation of publicly
accessible courses, but they arce also likely to be run and taught by pecople with some
background in the subject themselves. Militia groups train their members; that knowledge
will be passcd on to whomever they train on their own.

The Levitas and Junas books mentioned above provided another important
dimension to the rescarch conducted. They deseribe the evolution of laws limiting gun
ownership and paramilitary training. Both authors cite laws preventing paranihitary
training in certain states and that the brazen actions of militias provided the impetus to
push through gun control legislation. Yet, these acts were not all-inclusive. The bill
drafted by Representative Robert (6. Frey only made it a felony to engage in paramilitary
training with the “aim or intent of creating a civil disorder.””” Thus training courses may

cxist for educational, commercial or any number of othcer reasons.

WHERE THE TWO FIELDS CONNECT

The final piece of the puzzle is where the two disparate disciplines discussed

above come together. Two books in particular capture the dynamic relationship between

* Eves Right!: Challenging the Right Wing Backiash, ed. Chip Berlet (Somerville, MA:
Political Research Associates, 1995), 227.
2 As quoted in Levitas, 204.
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international Islamist terrorists and domestic right-wing extremist militias. The first is
the sccond volume of a product of the RAND Corporation called Aptitude for
Destruction: Case Studies of Organizational Learning in Five Terrorist Groups. By
focusing on the two chapters related to Muslim groups, Hizballah and Jemaah Islamiyah
(the book’s spelling), one can understand not only the training methods of the
organizations, but also how adept they are at incorporating ncw information and systems.
Kim Cragin, author of the section on Hizballah, states that ““Hizballah’s success
[against the Isracli military] was duc, in great measure, to its ability to lcarn and intcgrate
new knowledge into 1ts daily practices on multiple levels.” Further, “it also showed its
ability to obscrve weakness in its own tactics...and make the nccessary changes to
survive, whether those changes were transformational or incremental.”™ The study also
laudcd the flexibility of Jemaah Islamiyah saying, © the diversity of JI's lecarning sources
has enhanced the organization’s overall operational and tactical learning.”™ Thus it
scems to be widcely accepted that terrorist groups are not only adaptable and learn from
their experiences, but that they know the value of training with others, 1n this case other
terrorist groups, to expand their understanding and knowledge of tactical options.
Finally, there was one book that delved into the terrorist threat to America as a
whole: Harvey W. Kushner’s Terrorism in America: A Structured Approach to
Understanding the Terrorist Threat. He begins by going through the mandatory
definitional debate and the concept of terrorism. He then devotes a chapter cach to
mternational terrorism and domestic terrorism, with the rest focusing on what the future

will bring and what tcrrorist and extremist groups operatc or maintain a presence within

'?3 Kim Cragin, “Hizballah,” in Jackson et al., 53.
* John C. Baker, “Jemaah Islamiva,™ in Jackson et al., 85.
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the United States. Although Kushner wrote all of this before 11 September (three years
before, in fact), the salient points remain the same,

Kushner highlights three significant similarities between international, Islamic,
terrorists and domestic terrorists like Timothy McVeigh, Not only do both “come
together to commit criminal and terrorist acts,” but they also use similar recruiting
tcchniques and have an “cphemeral structure” that may be ccll-based and difficult to
track.”® The parallels here may mean two things; one, that training classes created for the
purposc of ong group will fit quitc well for the purposcs of the other, or two, that the
collaboration previously seen between regional terrorist groups for training will extend to
mutual aid between Islamists and domestic militants. This latter point builds upon
current observations of events, like that outlined by the Center for Defense Information’s
Mark Burgcess. Not only 1s al-Qaida a global movement, but cntities like the Irish
Republican Army (IRA) are crossing oceans to help train the Revolutionary Armed
Forces of Colombia (FARC).*® Although the end missions may be different in both
instances, similar training requirements and some common ground may give rise to
increascd collaboration.

In addition to his comparison of domestic and international terrorists, Kushner
warns of the “the greatest threat to the security of the United States in the next
millennium:” the “freelancer.””’ He posits that the terrorist who is unfetiered by the
stricturcs of a formal organization will have the ability to do the most damage to the U.S.

and its citizens. That is not to say that a freelancer will not have specific goals, ones that

* Harvey W. Kushner, Terrorism in America: A Structured Approach to Understanding the
Terrorist Threat (Springficld, [L: Charles C. Thomas Publisher, Ltd., 1998), §9-93.

* Mark Burgess,“Globalizing Terrorism: The FARC-IRA Connection,” Center for Defense
Information, 5 June 2002.

i Kushnet, Terrorisin in America, 92.
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may align with those of established groups, but that they are more flexible both in
physical target and objective. Kushner’s “freclancer”™ would benefit greatly from
privately owned, but public, tactical training courses, since they are not as likely to have
access to the “traditional” training camps of intcrnational terrorist organizations.

The sum of this literature not only provides groundwork for the hypothesis that
terrorists may shift to train at privatcly owned third-party training courscs in the U.S. but
also is the basis of the findings. By synthesizing the scholarship on the issues of terrorist
training requircments and U.S. domestic paramilitary training a greater undcerstanding of
the issue can be built. Using the methodologies in the next chapter this literature review
was cxpanded upon through concerted rescarch to producce the arguments and findings in

the subsequent chapters of this thesis.
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CHAPTER 3: METHODOLOGY

The methodology for this thesis included a number of collection and analytical
techniques that were synthesized together to form comprehensive scholarship. Although
discrete methods were used including /iterature review, ‘red teaming,’ interviews,
brainstorming, and indicator analysis, the author applied a concept called “grounded
rescarch.”™ It is defined by Clark Moustakas as ecngaging in “data collection, coding, and
analysis simultaneously and in relation to each other rather than as separate components
of a rescarch design.”™ Thus, the various processes described below, although carried
out as individual endeavors, were conducted concurrently as one dynamic project each
profiting from revelations discovered through the other approaches.

The first step was establishing a base of scholarship from which the hypothesis could
build. As described in Chapter 2, there were two literary strands that had to be researched
and then combined to achieve the background necessary for this relatively new and
undiscovered topic. Information on [slamist terrorist groups and their training was
discovered through searches for primary sources, such as The Manchester Document,
Sageman’s Understanding Terrorist Networks, as well as news briefs and journal articles
on the subject. The author simultaneously undertook literary investigations into domestic
militia groups and paramilitary training in the United States. There was significant work
on right-wing domestic groups such as the studies by Daniel Levitas and Daniel Junas. In
addition, the plethora of books by Harvey Kushner were influential in establishing the

terrorist threat in America and when combined with other cross-discipline articles and

¥ Clark Moustakas, Phenomenological Research Methods (Thousand Qaks: Sage
Publications, 1994), 3.
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edited compilations on the subject led 1o the third section of the literature review: the
amalgamation of intcrnational and domestic terrorism.

The area of weapons and survival training courses in the U.S. required study beyond
the academic ficld. Inquirics were made to non-governmental organizations like the
Southern Poverty Law Center, the Montana Human Rights Network, the International
Association for Counterterrorism and Sccurity Professionals and others to determine
whether any inclusive list existed. When this attempt proved unfruitful, OSINT searches
were made on the Internet using the scarch engine Google. Through their own websitces,
data was collected on what types of courses were offered, who the instructors were, and
what the application and vetting processcs were like. Not only did this method provide
information on the courses, but it also supplied the answer to sow terrorists could find
these training opportunitics without significant human contacts to give them an
introduction.

To supplement the sections on terrorist training curriculum and requirements, a
certain amount of ‘red teaming’ was undertaken. Although it cannot be professed to have
been strictly professional ‘red teaming,’ it did attempt to look at the situation through the
eyes of a terrorist organization. Using knowledge gleaned about the adaptability of such
organizations and sccurity and training necessitics, a better picture of the situation from
their perspective could be put forth.

Collecting data on the procedures and involvement of law enforcement and
independent groups, with regard to privately owned third-parly tramning programs, was
the most difficult task. To determine this aspect of the thesis, a sct of informal

interviews, conducted mostly by email, were conducted. Questions were posed Lo
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members of the law enforcement community as well as the organizations that monitor
hatc group and cxtremist activity in the United States. Through these interviews and an
assessment of state statutes (included as Annexes la, b, and ¢) it was determined that no
conccrted cffort cxists beyond control of domestic militias. Thesc findings were
synthesized with the previous data on terrorist training and paramilitary training
opportunitics to crcatc a concentrated conclusion to the hypothesis using qualitative
reasoning methods.

The final picce involved forming recommendations for the U.S. government and law
enforcement communities as well as elaborating on the unanswered questions brought
about by this thesis. In both cascs, the technique known as “brainstorming” was thc most
effective. The “Recommendations”™ section was based on what the author believed would
be found in the coursc of the rescarch and was not; a concerted monitoring cffort by
independent organizations, a centralized database within federal law enforcement, and
stricter security policies on the part of the companics offering training. These, and
others, were developed through brainstorming sessions conducted both alone and in
conversation with others.®” Likewise, brainstorming was influential in clucidating those
questions that the author believes warrant further investigation. In many cases, they
represent aspects of this thesis that the author would have undertaken with more time, or
related areas that are of interest. In all, free association, margin notes, and in particular,
‘mind mapping’ were critical in expanding the “Recommendations™ and “Unanswered

Questions” sections of Chapter 8.

* Suggestions from retired FBI agent Robert Taubert were particularly helptul in directing
ideas, although none were specifically cited in this thesis. Robert Taubert, FBI (retired), e-mail
intervicws by author, 26 June 2007 and 28 Junc 2007,
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In addition to the methodology employed for the body of the thesis, one more
technique was uscd for the supplemental information in Annex 3: indicator analysis.
Although those pages were drawn from a previous paper by the author, they utilize and
suggcst a very important mcthod for detcrmining whether a shift has occurred in the
terrorist training paradigm. By identifying indicators that can be monitored to show what
system a terrorist organization is using to train its members, ample warning can be given
to the U.S. IC, LE, and government. It is provided as a resource for further study into an
indicator-bascd model of terrorist training and, although only cursory, 1t 1s hoped that

Annex 3 will help jump-stiart work on this important topic.
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CHAPTER 4: TERRORIST TRAINING REQUIREMENTS

To cxplore the hypothesis of this thesis that terrorist groups could shift their
training paradigm to privately owned third-party paramilitary programs in the United
States it 18 necessary to understand what their precise training requirements are. The
skills needed will vary with the missions so this section attempts a more in depth look by
using “red team™ analysis building from litcrary scholarship, training manuals, historical
antecedents and knowledge of the culture and movement of Islamists today. The findings
of this chapter will be compared with the details of third-party courses found in Chapter 3
to create the foundation upon which the debate over a paradigm shift may be waged.

The resources for this chapter include those referenced above in the Literature
Review of Chapter 2, but draws its conclusions primarily from the “red teaming”
methodology. The Manchester Document provides a starting point for this discussion as
it outlines the “weapons of special operations.” These are: “1. cold steel weapons (rope,
knife, rod...) 2. poisons 3. pistols and rifles 4. epciplosives.”40 The majority of written
instruction contained in the manual refers to the history, use, and details of various
firearms in the chapter entitled “Kidnapping and Assassination Using Rifles and Pistols.”
Specifically it cites specifications and proper grip of automatic pistols and revolvers as
well as rifles such as the Kalashnikov AK-47. %' Not only does the manual include
descriptions, but it also provides diagrams and information on tactical usage with
historical examples.

Using this beginning as a guide, “red team” analysis can expand the list of

requirements by understanding what missions are likely and what skills would be

40

Manchester Document, Lesson 10, 2.
a1

Manchester Document, Lesson 14.
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necessary for their success. Terrorist actions were divided into five calegories to
cncompass the range of possibilitics; training needs were then developed to be consistent
within each grouping. Although the categories may seemn relatively broad, they cover all
options without getting bogged down in an attempt to predict precise modes of attack and
therefore more apily address the issue of training as it would be seen from the perspective
of an intcrnational terrorist organization with diversificd intcrests.

The first category mvolves the bombing of an installation, landmark or civilian
population. These bombings may be carricd out by a suicide bomber on foot, in a
vehicle, or by any other delivery method or placement where explosives are the primary
wcapons. Attacks like this have been relatively common in the past and include the 1993
World Trade Center bombing where a car bomb was detonated in the underground garage
beneath the building complex, as well as the most recent attack in Britain on the Glasgow
Aarport, although the later can be deemed unsuccessful. Although some additional skills,
such as driving a car, may be nccessary for delivering or placing the explosives, this type
of mission has a fairly concise set of needs.

Individuals carrying out bombings first and foremost must have cxplosives
training and famiharity with conventional and unconventional bomb-making techniques.
According to a 1997 rcport by the U.S. Departiment of Justice, “Bombmaking information
18 literally at the fingertips of anyone with access to a home comiputer equipped with a

modem.”* Although it may help to have in-person instruction, the widespread

%2 United States Department of Justice. 1997 Report on the Availability of Bumbmaking
Information, April 1997, Section 1.B. Document may be found at URL:
<http:/fwww.usdoj.gov/criminal
/cybercrime/bombmakinginfo.html>, accessed 20 June 2007.
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availability of such online manuals means bombs are more readily fabricated and,
cxcepting a sceure location in which to make them, arc fairly casy to obtain,

Other necessary training for this type of mission includes understanding the
culture of the country where the attack 1s to occur and study of infrastructurc. These two
points are vital to assessing possible targets to accomplish not only the most damage, but
also to achicve the desired reaction from the people, government or international
community. In order to have them “Do” what the terrorist group desires, they must
“Think™ a certain way in responsc to what they “Sec” happening. This rcaction paradigm
is common in denial and deception studies, but is also applicable to targeting for a
terrorist attack and in both cascs relics on a sound knowlcdge of adversary systems and
thought processes.

The sccond category of mission 1s an attack like the one planncd by the 6 men
arrested in New Jersey who planned an assault on the military base of Fort Dix.* This
operation requires a very different skill sct than a straightforward bombing. Not only
would knowledge of explosives be useful, but members involved must also be experts in
handling various weapons and have a good grasp of both gucrilla tactics and U.S. military
defensive tactics. The chief concern is obtaining sufficient weapons training in handguns
and semi-automatic or automatic rifles. The New Jersey plotters attempted this through
paintball games and open access shooting ranges.44 Depending on the number of
confederates, it 18 likely that automatic rifles, like the U.S. military’s M-16, and grenades

will be the optimal choices since any military post will be well defended. The necessary

* 6 Held on terror conspiracy charges in NJ.”
# «6 Held on terror conspiracy charges in NJ.”
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firearms may be smaller or less powerful if the proposed targel is a guarded, but non-
military installation such as a powcr plant, government building or financial institution,

This type of attack would also require significant training 1n tactics for assault of a
defended position and fighting with a lesser force of numbers and fircpower. Justasa
sporls team must learn and practice its plays, so too must an army, however small, be
taught how to fight as a unit against their particular adversary. This training would be
enhanced by knowledge of the target including layout, capabilities, response tactics, and
protocol. The terrorist group must also preparc for success by learning how to defend the
position against superior firepower, at least to the point that their specific goals are met.

The third category of terrorist activitics 1s onc that the United States military has
become more familiar with since the invasion of Iraq in 2003: insurgency. Becoming
compctent and well adapted for this type of action would require a terrorist organization
to train its members in a wide variety of areas. These mclude explosives, weapons,
tactics, and urban and wilderness survival.

Knowledge of explosives is not only important for carrying out suicide bombing
missions, but also for attacks on convoys using improvised cxplosive devices (IEDs) and
the increasingly prevalent explosively formed penetrators or EFPs. These tend to be
made using discarded or uncxploded ordnance and cither a wire attached to the detonator
or a remote device. As with the bomb making mentioned above, instructions on
fabrication may be found online and improvised on the spot.

Weapons training may be the most important aspect of insurgent preparation
particularly sincc advances in this arena would greatly improve cfficacy against U.S. and

coalition forces 1n Iraq and Afghanistan. The weapon of choice for Islanist insurgents is
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usually the AK-47 automatic rifle. With an effective range of 350 meters and the ability
to firc 600 rounds per minutc™® it is also casicr to obtain duc to its prevalence in the
former Soviet Republics. Also in great demand are RPGs or rocket propelled grenades
because of the amount of damage they arc capable of inflicting,  Although favored lcss
because of their implication of proximity, handguns and pistols should also be learned for
closcr combat conditions and kidnapping operations. Fighting an irregular war means
being prepared for all types of scenarios and knowing how 1o effectively use the weapons
on hand, thus pistols, riflcs, and RPGs should be studied by the terrorist intent on
engaging in the insurgency.

Tactics is another critical arca an insurgent should commit time and care to
develop. In waging a war against a technically superior enemy 1l 18 imporiant to
undcrstand how onc can obtain the advantage by using positioning, prccision targeting,
and guerilla tactics. Training should include urban warfare, assaults on defended
positions and ambushes of tcams on foot as well as those with vehicular transport. Not
only should the terrorist’s own strategy and battlefield awareness be developed, but they
must also seck to identify the U.S. and coalition troops’ tactics, techniques and
procedures so that those may be exploited to the terrorist’s advantage. If this is done,
terrorists may be better able to predict adversary movements and strikes, identify
vulnerabilities, know what weapons fire to expect, as well as how best to disrupt
communications and what targets will be most missed.

Wilderness survival techniques may also prove vital to insurgents, especially if

they have gonc to fight in a country and cnvironment unfamiliar to them. Sustaining

* I hmash JSC Official Site, AKMS Kalashnikov (AK-47) Specifications, 2005, URL:
<http://www.izhmash.ru/eng/product/akms.shtml=, accessed 20 July 2007.
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oneself while living in less than optimal conditions, often constantly on the move, can
prove difficult. Training in methods for living in the wilderness away from civilization
would be a boon to those fighters in more remote regions, particularly in the mountains of
Afghanistan or the desert expanscs of Iraq. Students would need to lcarn how to find
food and walter, create shelter, and avoid any dangers whether poisonous plants, animals,
or natural phenomena. Not all insurgent fighting is donc in urban centers or with the
cooperation of the local population, so survival skills would be very important for
terrorists training for insurgent opcrations,

The fourth category of terrorist missions (o be addressed here is the possibility of
insurgent or irrcgular warfarc within the United States itsclf. 1t is not certain that this is
likely to happen in the near future, but as Islanust rhetoric states that the movement
“wishes to destroy all Statcs and Governments anywherc on the face of the carth which
are opposed to the ideology and programme of Islam regardless of the country or the

Nation which rules it,”*

it must be considered a possibility as part of this “red tcam”
analysis. The skills required for such an undertaking would be similar to those outlined
above with respect to an overseas insurgency. An individual would need explosives and
firearms training, tactical instruction for both urban and rural scenarios, wilderness
survival for the various ccosystems found in the United States to escape surveillance, as
well as significant cultural undersianding to enhance targeting. By conducting such

operations in the U.S_, terrorists would need to gain entry to the country or remain

undetected, if already here, through the techniques of fagiyva and kitman. Knowledge of

* Sayeed Abdul A'la Maududi, Jifiad in Islam (Lahore, Pakistan: Islamic Publications
Ltd.), 9. As quoted by IslamistWatch at URL:
<http://www.islamistwatch.org/texts/maududi/maududi.html>, accessed 20 July 2007.
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the country and societal norms would be quite important in correctly utilizing tagivva and
kitman to blend in and cscape suspicion.

The final category encompasses those attacks that cannot yet be anticipated, even
by thosc organizations that will cventually carry them out. To this end, a member of a
terrorist group or an aspiring terrorist would atiempt lo prepare for any contingency.
Training to this end would be comprehensive and would likely include: advanced
weapons courses in pistols and rifles, hand-to-hand combat, wilderness survival
tcchniques for deserts, mountains, and deciduous forests, instruction on tactics for
irregular warfare and those of the U.S. military, bomib making, and cultural immersion in
the target country for asscssing vulnerabilitics and for cscaping surveillance.

Ideological and religious training, as mentioned in the introductory chapter of this
thesis can be readily obtained through the Internet or pamphlets and will not be addressed
as part of this hypothesis. The key here 18 deciphering what terrorist training
requirciments may be by using “red teaming” techniques. The types of missions will
necessitate certain skill sets and therefore particular training. These findings can then be
compared to types of courses offered by privately owned third-party training programs in
the United States to determine whether enough overlap exists to make them a viable

alternative to terrorist organizations’ own training camps overseas.
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CHAPTER 5: THIRD-PARTY COURSE OFFERINGS

Therc arc hundreds of companics in the United States that offer a wide varicty of
training services and can be easily found through the open source Internet. Although a
brict overview of such third-party courscs was included as part of the introduction to this
thesis, it is important to delineate exactly what skills are taught. If the hypothesis that
terrorists can switch their training paradigm to usc of privately owned third-party schools
is to be tested, one must understand how these courses match vp against the terrorist
training requirciments of Chapter 4.

Using the Internet search engine Google, six types of training programs were
tdentified, cach tcaching a specific skill set; they arc wilderness survival, hand-to-hand
combat and “cold steel” weapons such as knives, basic firearms (in a shooting range),
advanced fircarms (in scenarios), paramilitary, and basic tradecraft like
countersurveillance. This section will discuss the details of such courses although it will
not cover the security practices of these companies or pertinent laws as those issues will
be given direct treatment in Chapter 7.

Wilderness survival classes are the most ubiquitous classification of courses
available and include every type of terrain and all skill levels. The website Equipped To
Survive provides a compendium of 78 companies that offer some form of survival
training, 48 of which are located in the United States.”” Those examples as well as others
found through the Internet show the diversity of options in this area. Terrains include
forests, deserts, and plains as well as courses only given at certain points in the year to

achieve high heat and low temperature weather conditions. Due to the vastness of the

Y Doug Ritter, “Survival Schools and Courses,” Equipped To Survive, 30 May 2007, URL:
<http:/fwww.cquipped.comssrvschol.htm>, accessed 20 July 2007,
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United States it is possible to find almost any chimate that suits training needs and the full
gamut arc represented by groups in the wildemness survival industry.

Across the board, certain skills are included in this type of training. The
Northwest School of Survival lists the objectives of its “Desert Survival Seminar,” oncs

that are commion to most programs:

shelter methods and shelter construction
firc skills and cooking methods

watcr procurement and disinfection
clothing and cquipment nceds

cdible plants

navigation™

Instruction in these areas combined with basic and environment-specific first aid make up
the core of wilderness survival training. Some go so far as to include courses like
Mountain Shepherd’s “Hidden Pursuit” which invelves not only the basic techniques
mentioned above, but also avoiding detection, camoutlage, and “escape and evasion”
exercises.”” Thus for any level of intensity, location, or desired skill set, there are
publicly available courses ready 1o provide those services.

Hand-to-hand combat is the sccond type of course that exists in the U.S. for
public consumption. Although formal companies specializing 1n weapons training, such

as Front Sight Fircarms Training Institutc, may offer martial arts and “cdged weapons”

*® Northwest School of Survival, Desert Survival Seminar, 2007, URL:
<http://wWww.nwsos.com
fdesert.htm=, accessed 20 July 2007,

* Mountain Shepherd Wildemess Survival School, Courses. 2007, URL:
<http://mountainshepherd.com/index/index.php?option=com_content&task=view&id=15&Itemid
=29=, accessed 20 July 2007,
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classes,” the best place to obtain these skills are from martial arts schools and self-
defensc classcs. Since these are quite common and the utility relatively low with relation
to terrorist groups, suftfice 1t to say that there are a plethora of options for learning hand-
to-hand combat techniques in the United Statcs.

When 1t comes to firearms training, it is important to make the distinction both
between which weapons arc taught and under what conditions arc they practiced. Using
a shooting range to reinforce how to properly use a gun is a simple and effective way to
train, Ranges cxist across the country and most arc open to the public for a fee and allow
for rental of pistols, rifles, and shotguns including semi-automatic machine guns.”'

Y ct static shooting can also be Icarned through courses dedicated to its
instruction. Front Sight is an excellent example of a company that provides a variety of
wcapons fraining in a formal atmosphere, including the usc of fircarms in both indoor and
outdoor ranges. Such classes are taught for handguns, shotguns, rifles (including M-16s),
and the Uz submachine gun. Each weapon may be learned in progressively more intense
setlings as well as for certain circumstances, as in the case of ““defensive handgun.”™
While the proper use of an AK-47 may be found on the popular Internet video site
YouTube,” operations like Front Sight allow individuals to have hands on training in a

varicty of weapons.

> Front Sight Firearms Training Institute, Firearns Training Course Descriptions, 2006,
URL: <http:/fwww. frontsight.com/Courses.asp>, accessed 20 July 2007,

! One example is the Project 200 Shooting Range in El Cajon, CA. A list of their rental
weapons can be found at URL: <htip://www._p2krange.com/fircarmrentals.html>, accessed 20
July 2007.

*? Front Sight, Course Descriptions.

** Risks Inc., Tactical Weapons Training, 10 February 2007, URL:
<http:/fwww.youtube.com

/watch?v=8cfOmLEojhs>, accessed 20 July 2007.
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Since the courses offered by Front Sight are representative of what can be found
clscwhere 1n the U.S., it 1s critical to claborate upon their non-static weapons training
courses. Again there are classes on handguns, shotguns, rifles, and Uzis, but in this case
they arc used in obstacle courses and in tactical situations. The tactical classcs arc
conducted 1n both daytime and night iterations, which further expand the possible skills
acquircd from this company. Not only docs this panoply of courses cxist for cach
weapon individually but there is also a 4-day “Four Weapon Tactical” class that
combines them.™ Considering the programs mentioned above arc publicly availablc,
they leave little weapons training uncovered for anyone seeking a comprehensive skill
sct.

Courses that combine intensive weapons nstruction with tactical maneuvers
qualify under a different catcgory: paramilitary training. Such classcs are often limited to
individuals who have taken the prerequisite lower level courses as they include elements
cach. Lessons look at the tactical use of fircarms, cscape and cvasion, as well as first aid
and wilderness survival. These types of classes can usually be found within the website
for weapons or survival training companics, as in the casc of Front Sight and Mountain
Shepherd, mentioned above.

The final catcgory of courses that can be found online is that of “tradccraft.”
Instruction on tradecraft includes techniques traditionally associated with intelligence
ficld officers and includes surveillance and countersurveillance, hiding one’s identity and
creating a new one, as well as financial methods for hiding and laundering assets. The

Global Survival Institute conducts the quintessential example of this type of class and

¥ Front Sight, Course Descriptions.

37



Approved for release by ODNI on 12-09-2021, FOIA Case # DF-2022-00016

covers topics as far ranging as fake IDs to codes and ciphers, not lo mention “personal
scourity” techniques such as booby traps and “legal weapons.™ These classcs are not
only highly specialized, but also teach skills that would allow an individual an
unprecedented advantage even against U.S. law enforcement personnel.

So many options exisi for public consumption in every type of training. By doing
a simple Internet search onc can identify hundreds of courses in wilderness survival,
hand-to-hand combat, both static and tactical firearms, paramlitary, and even espionage
tradccraft. Furthcrmorc, the variations within cach catcgory allow an individual to tailor
his or her training 1o fit any end, as the combinations are boundless. The widespread
availability of thc courses described above may give terrorists a prime venue for carrying
oul their training undetected; the following chapter will compare the required skills of
terrorists to the public scetor offerings to determine whether cnough overlap exists to

make a traming paradigm shifl feasible.

>* Global Survival Institute, Class Information: Travel Like a Ghost.
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CHAPTER 6: REQUIREMENTS VS. COURSES

The preceding two chapters outline the requirements terrorists have for training as
well as the courses and skills available for public consumption in the United Sates. By
comparing these data scts one can determine whether privately owned third-party training
courses can provide the same services as terrorist training camps overseas. As can be
scen below, there 1s significant overlap such that skills required may indeed be taught in
third-party schools with auxiliary access to ideological and religious instruction.

Using the “red tcam™ approach of Chapter 4, the different categories of terrorist
missions and their requisite skill sets may be evaluated next to those opportunities in the
private sector. The first mission discussed was that of terrorist bombings. To achieve a
successful bombing, whether delivered on foot, in a car or by suicide attack, an individual
must know how to fabricatc the cxplosive device and have cultural knowledge of the
society in which the attack is meant to take place. Chapter 4 cited a U.S. Department of
Justice report on the availability of bomb making manuals on the Internet.™ This may
not be a skill widely tanght by private sector companies due to its illicit nature, online
resources may easily replace such training.

Bombers also must be aware of the culture of the target country in order to
evaluate vulnerabilities and the buildings or locations that, if exploded, would have the
most profound impact. By exploiting training courses inside the U.S. terrorists can
immerse themselves in American culture which will not only enhance their targeting
capabilities, but also will allow them to blend in with the rest of society more

convinceingly.

us. Department of Justice, 71997 Repart on the Availability of Bombmaking Information.
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The second category includes armed terrorist assaulls on nstallations and
important buildings. Thc example used above was that of the New Jersey plotters who
were (raining to attack the military base of Fort Dix. To carry out this plan, the group
would nced advanced fircarms training for handguns and rifles as well as tactical
instruction on how 1o work as a unit and use positioning to their advantage. While the
actual terrorist ccll used shooting ranges and paintball, companics like the Front Sight
Firearms Training Institute teach precisely the type of skills needed. Not only could they
lcarn tactical usc of automatic machinc guns, but they could also practice using them at
night, a time when they would likely choose to assault the target installation.

This sort of attack would also have a greater likelihood of succcess 1f the terrorist
cell had prior knowledge of U.S. military systems, weapons, and tactics. By
understanding how their adversary thinks, the group could better anticipate
counterattacks and difficulties in the mission. The two main examples cited 1n this thesis,
Front Sight and Global Survival Institute, herald the fact that many of their instructors are
former military or law enforcement personnel; these companies were chosen because
they represent the norm. Individuals participating in their programs not only reccive
high-level weapons training, but are also exposed to the tactics, techniques and
procedures (TTPs) of the United States military. Training by military personnel means
terrorists could have a better idea of what responses 1o assault will be as well as what
fircpower to cxpect.

The category of terrorist actions requiring the largest set of skills is insurgent
operations. Participating individuals nced advanced tactical and static fircarms training,

knowledge of explosives, desert and mountain survival capabilities, as well as an
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awareness of U.S. and coalition lactics, weaponry and communications systems.
Privately owned third-party courses in the United Statcs abound with weapons instruction
for all types including automatic rifles and submachine guns. Although the AK-47 may
bc popular for insurgents in Iraq and Afghanistan, it 1s not generally taught in U.S,
classes. That said there 1s plenty of access 1o similar rifles and the Internet again is a
valuable resource for shifting from onc like weapon to another. Explosives knowledge
may also be discovered using the World Wide Web and search engines like Google. The
propertics of explosives arc widcly discussed on sites as common as Wikipedia, the Web
Encyclopedia,” and one can even find manuals on how to construct a bomb using a
varicty of matcrials.™

Survival skills are also important to terrorists living and fighting in the midst of an
insurgency. Since urban arcas arc often the hubs of conflict, it will probably be necessary
to live a very simple, low profile lifestyle in order to escape detection and simultaneously
be prepared to attack. To this end, training would be vital for desert and mountain
survival in particular, although the course location could be chosen to fit the necessary
climatc. The prevalence of survival schools in the diverse environments of the United
States provides an 1deal opportunity for terrorists planning (o join an insurgency where
they will have to adapt to a wilderness with which they may be unfamiliar.

Finally, an aspiring insurgent would benefit greatly from an understanding of
coalition weapons, tactics, and systems. Similar to the ability to anticipate when

attacking a U.S. military installation in the U.S. mentioned above, knowledge of the

7 “Explosive Material,” Wikpedia, 14 July 2007, URL: <http://en.wikipedia.org/wiki
/Explosives>, accessed 20 July 2007,

Hus. Department of Justice, 1997 Report on the Availability of Bombmaking
Information.
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% While training in the U.S. terrorists

enemy will, as Sun Tzu says, bring “no danger.
will be taught American TTPs by former military personnel as well as information on
how those forces react in certain tactical situations. Although this knowledge in no way
assurcs victory, it gives the posscssor a significant advantage in battle when identifying
vulnerabilities, disrupting communications pathways, denying collection systems of
intelligence on their movements, and simply reacting 1n a fircfight.

The fourth category of atlacks is similar to the third with one exception; it
cxamingcs an insurgent or irrcgular warfarce situation within the United States itself. The
same skill set as that described above applies although with certain amendments. First,
the wilderness survival training would be dirccted at different chimates and would
probably include tips for deciduous forests more than deserts. Second, explosives training
and instruction on bomb making would play a more precise role as targets become
buildings and facilities more than IEDs aimed at halting convoys. Third, and perhaps
most critically, knowledge of U.S. military TTPs would not be sufficient as terrorist
groups would also have to take into account the domestic response mechanisms and any
threats posed by armed, but unorganized, members of the local population. Thus, the
comprehension that would be most useful would be cultural immersion and the
applicability of that information toward blending in and toward urban warfarc opcrations.
Simply by living and training in the U.S. for an extended period of time, observant and
motivated terrorists can pick up on the quirks of American society as well as lecarn where

the priorities of politicians and the public lie. This advanced cultural understanding

5 Sun Tzu, The Art of War (Boston, MA: Shambhala Publications, Inc., 2001), 14.
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would greatly aid a sleeper cell’s practice of tagiyya and kitman, as well as improve their
ability to target attacks cffectively and anticipate government and popular responscs.

The final category of terrorist operations discussed in Chapter 4 was an all-
melusive look at what skills could possibly be nccessary to prepare for any contingency.
Knowing the ability and proclivity of terrorist organizations to adapt their tactics, even an
aspiring membcer may not know what preciscly to train for. In this case, privatcly owned
third-party courses would be perfectly suited. They cover the gamut from wilderness
survival in almost any tcrrain to advanced fircarms and countersurveillance., With the
right funding, an individual could continue taking courses that would make them ideal for
almost any mission that might arisc. For somconc desiring to get involved in the Islamist
jihad, it would be a terrific way to make oneself available for whatever action is
proposcd.

Considering the ubiquity of training courses of all varieties in the United States, it
1s fecasible that terrorists could use them instcad of their own camps. The following
chapter will consider what security precautions could thwart that plan and whether it is
cven in their best interest do shift their training paradigm. Through these findings and the
arguments for and against privately owned third-party courses, it 18 certain that they
provide adequate scrvices for an aspiring terrorist or insurgent and even have the value

added of cultural immersion and understanding.
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CHAPTER 7: FINDINGS: IMPETUS FOR A PARADIGM SHIFT?

SECURITY PROCEDURES (OR THE LACK THEREOQOF)

The question of a training shift to third-party courses would be moot if they were
naccessible or unsafe from members of terrorist groups. Security practices on the part of
the private companies arc an important consideration, as arc law enforcement vigilance
and independent non-profit or non-governmental organization monitoring. Although
cach of the above should represent critical nodes in vetting applicants and ensuring that
students do not pose a threat to the safety of the United States and its citizens, they seem
to fail in respect to this particular problem.

What should be the primary line of defense against an exploitation of paramilitary
training courses is the U.8. government and its agencics. The majority of responsibility
for scrutinizing the issue of training courses and camps falls on the shoulders of state
legislatures and local law enforcement. According to a 1997 Gonzaga Law Review
study, co-authored by the co-founder and Chief Trial Counsel of the Southern Poverty
Law Center, “twenty-four states, including seven with anti-militia laws, have another
type of statute prohibiting training with firearms or other destructive devices...” ®
Although this may appear to be a strong stroke against such training, the description

continues with the condition, *...while knowing or having reason to know that such

* These states are: Florida, Georgia, Idaho, [llinois, New York, Nerth Carolina, Rhode
Island (which have both stale anti-paramilitary training statutcs as well as anti-militia laws) and
Arkansas, California, Colorado, Connecticut, Louisiana, Michigan, Missouri, Montana, Nebraska,
New Jersey, New Mexico, Oklahoma, Oregon, Pennsylvania, South Carolina, Tennessec,
Virginia (which have state anti-paramilitary training laws only). See Ellen M. Bowden and
Morris S. Dees, “An Qunce of Prevention: The Constitutionality of State Anti-Militia Laws,”

Gonzaga Law Review, 32 (1996/1997): 523.
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' Having to satisty this conditions

techniques will be used to further a civil disorder.
mecans that most arc deemed legal. The study looks at this particular hurdle to
prosecuting militias in the U.S., but in doing so also points out the flaw in statules against
paramilitary training. Attachcd to this thests as Annexcs 1a, b, and ¢ arc examplcs of the
statutes described herein from Califormia, Pennsylvania, and Florida, and represent the
typical wording found in the laws from the other 21 statcs. Therefore, there s no legal
precedent for regular government monitoring of privately owned training courses that
scck only to share knowledge and tcach Americans to defend themsclves.

Even in the case of militias, law enforcement personnel are not the primary
monitoring agents. Lt. John P. Sullivan, founder and officer in charge of the Los Angcles
Terrorism Early Warning Group states, “active monitoring of these activities by state and
local law enforcement can only procced when there is a criminal nexus sufficient to open

asfs

an intelligence and/or criminal investigation.”™ The same idea would apply to the
publicly accessible, non-militia, courses in question here. Lt. Sullivan goces on to say that
“the bulk of monitoring on an on-going basis is conducted by groups like the ADL,
Klanwatch, The Investigative Project, cte. that scan and monitor these groups and alert

»hH3 . .
"™ These non-govermmental organizations are the

law enforcement when pailerns emerge.
sccond line of defense against abuses of paramilitary training.

Formal organizations, such as the Southern Poverty Law Center, are “dedicated o

monitoring hate groups and extremist activity in the U.S."®* Their primary focus is
g group Y p ry

*" Bowden and Decs, 523.

% Lieutenant John P. Sullivan, Founder and OIC Los Angeles Terrorist Early Warning
Group, LA Sheriffs Department, Los Angeles, CA, c-mail interview by author, 7 Junc 2007.

% Lt. Sullivan. e-mail interview, 7 June 2007.

* The Southern Poverty Law Center Intelligence Project website, 2007, URL:
<http://www.spleenter.org/intel/history . jsp=>, accessed 20 June 2007.
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therefore directed at racism, human rights abuses, legal battles, and violence on the part
of domestic cxtremist groups. There appcars to be an abscnee of associations looking at
private paramililary training, even 1f it is loosely related to hate groups and may be
potentially tcaching dangerous skills to militant individuals.

The final protection against weapons program exploitation would actually be the
first contact for any potential terrorist using this training model. As mentioned in
Chapter 3, there are thousands of websites devoted to training that would be useful to
individuals bent on committing acts of terrorism, yct the training group’s obscssion with
guns and evading surveillance does not extend to their own security practices.

The procedures common to many of these training programs can be scen in
Annexes 2a and 2b, which provide examples of the applications required by two training
companics opcrating in the United States: Front Sight Fircarms Training Institutc and the
Global Survival Institute. The courses offered by both, as well as descriptions of their
staffs arc detailed in Chapter 5, but it is their application process that 1s worthy of note.
Although Front Sight goes so far as o require a crimiral background check which fulfills
requircments for the federal law that prevents the possession or use of a fircarm by a
convicted felon, the only other obstacle o an applicant who 18 not a felon is a signed
affidavit of “no mental illness, or substance abuse” and a “character witness.”® The
Global Survival Institute is even more frightening; the courses offered cover far higher
levels of tactical, survival, and paramilitary training, arc taught by current and former

U.S. mulitary personnel, and the company only requires that students provide an email

% Front Sight Firearms Training Institute, Application for Instruction, 2006, URL:
<https:/www frontsight.com/pdf/ 1 008 192489 .pdf=>, accessed 24 June 2007. Reproduced as
Anncx 2a.
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% Iflocal and federal law enforcement do not monitor

address and a hst of allergies.
these programs and ncither do independent NGOs, the companics themselves must have

at least minimal securily measures and reporling requirements, but they do not.

COMPARISON: TERRORIST CAMPS VS, THE PRIVATE SECTOR

The previous chapters and scctions suggests fow terrorists might use privately
owned third-party training camps for their purposes, but the question to be answered now
1s why. A cost/benefit analysis will show the pros and cons both of their own camps
abroad and of the courses that exist within the United States. Although there are benefits
and drawbacks in both instancces, it has been determinced that third-party training provides
the best option considering the current situation facing terrorist organizations and the

requirements of their instruction.

Terrorist Training Camps

Terrorist training camps have become a primary focus of the U.S. military as a
means of disrupting their activities worldwide. Although the U.S. military and
intelligence community are far from perfect, sites are regularly discovered and destroyed
and so new locations are constantly required. With well-established camps, not only may
they no longer be viable, being reduced to rubble and no longer secret, but much of the
equipment and weaponry collected there may be lost as well. With transient and
stationary camps alike, members of the groups who were present for training may be

killed in action if an attack is unwarned and unexpected; this means loss of life, fewer

% (Global Survival Institute, Application, 2007, URL:
<http:/fwww.survivaltrainingohio.com
‘docs/wilderness app.pdf=, accessed 24 June 2007. Reproduced as Annex 2b.
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fighters, and may add to trepidation on the part of terrorists thinking of training at a
similar camp. As morc arc taken down, it will become harder to find covert placcs to sct
up bases and to convince new members to risk training there.

Basic opcrational difficultics arc cxacerbated by such targeting and arc not simple
in their own right. Funding is a complex problem that involves charities worldwide,
money laundering, shell companics, hawala®’, and hiding assets. This system, no matter
how well planned, is traceable at some level by experts at the U.S. Treasury Departiment
and similar institutions around the world. Likewise, weapons acquisitions can give
international law enforcement and intelligence personnel an opening to follow the trail
and tracc terrorists to their bascs of opceration if the purchases are not 100% hidden from
view. Running training camps ofien requires significant stores of weapons of all varieties
for tcaching purposcs and therefore arc a givcaway to investigators, as well as a
significant expense. Camps also require instructors who are not only versed in the
necessary skills but are able to pass on that knowledge to students. Although they may
be hardened soldiers who picked up skills as they fought, say in 1980s Afghanistan, it
scems many arc secking haphazard training like the six men who plotted an attack on
Fort Dix in New Jersey. These men trained by playing paintball in the New Jersey woods

and going to firing ranges in the Pocone Mountains. Without formal instruction they

" Hawala is an informal Arab banking system wherceby an individual may walk into a shop
in Chicago give the “banker” $500 to be sent to a relative in, say, Karachi. The “banker” has a
relationship with someone in Germany, who has one with the epcrator of a hawala busincss in
Karachi. No money is ever transferred or sent across borders. making it very difficult to track by
traditional means, although the interpersonal relationships allow the relative in Karachi to receive

her $500.
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would be unqualified to tutor others and would also have benefited from more
- 68
cxpericneed teachers.

Operating training camps also presents a humber of security concerns for terrorist
organizations and their members, which in turn makcs 1t more difficult to sustain their
existence and functionahity. The Manchester Document has this to say about individual
opcrational sccurity (OPSEC):

The Trainees
1. The trainees should not know gach other.,
2. The trainces should not know the training place.

The Trainers

1. Not revealing the identity of the trainer to trainees.

2. The training team members should not know one another.”’
Although these points may be stressed in theory, it is impossible for people training
together for a reasonable period of time not to learn to recognize each other and learn at
least one of their alias names. Trainers in particular will be likely to form some
familiarity if they work together for an extended term. The consequences of such
relationships, however discouraged, is that someone rolled up later on will be able to
1dentify others who they saw at the training camp and may even be able to give personal
information about them.

The final strike against terrorists training in their own camps is the countries in
which most of them operate. By traveling to places like Afghanistan, Pakistan, or Sudan,
terrorists “red flag"” themselves: they give investigators and intelligence analysts a tip-oft

to their true identities and intentions. To avoid such evidence they must either go to great

%% 6 Held on terror conspiracy charges in NJ,” NBC and The Associated Press, 8 May
2007, URL: <http://www.msnbe.msin.com/1d/18549005/>, accessed 14 July 2007.
% Manchester Document, Lesson 6, 3
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lengths to hide those trips or make elaborate explanations for them. Particularly as
analysts lcarn morc about the religion and culture of Islam, the cxcusc of traveling to
make the Haaj, the pilgrimage to Mecca, will be uncovered as those countries implicated
in hosting terrorist training facilitics are nowherc ncar the holy sites. Regardless of
explanation such trips are an indicator used by law enforcement and intelligence
professionals to help identify possible terrorists and to cstablish probable causc for
warrants or more m-depth collection.

Terrorists running their own camps do reecive a number of benefits for doing so.
First, they have absolute control over training programs. This includes not only what
tactical and wcapons instruction will be provided, but may also be mission specific. They
may lrain for particular terrain, certain types of bomb-making, as well as coordinate
similar tactics so all members know the style of fighting desired.

Organization-specific camps also provide opportunities for ideological and
religious indoctrination and radicalization. By bringing disparate fighters together under
one roof, metaphorically speaking, group unity and cohesion is enhanced and the bonding
solidifics devotion to the mission. Any doubts can be quashed and replaced with
determination and the brotherhood that only comes from training and fighting together as
a unit.

The final mark on the plus side of self-training is that it is out of view. By
maintaining camps in remote regions, or at least out-of-sight, and requiring strict codes of
silence, outsiders will not be able 1o see exactly what is going on and what is being

taught. This denial of information makes discovering terrorist groups’ intentions
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considerably more difficult as training measures often reveal mission requirements and

no acccss to the former means little insight into the latter,

Private Sector Training Programs

Privately owned third-party courses in the United States have their own set of
drawbacks, and likewise a plethora of incentives. On the “con” side, the biggest issue is
the lack of ideological schooling. Training at a publicly accessible facility would mean
previous radicalization and subscription to the cause or a simultaneous development of
those sentiments. Without classes on the Qur’an and impassioned specches by Islamist
imams, individuals would rely on Internet websites, chat rooms, and personal
conversations with likeminded persons. These possibilities exist and arc in usc already,
but the lack of religious classes in person would be evidence of a relinquishment of
control over curriculum. Although there are courses in the U.S. on any form of weapons
or survival training, it may not be as precisely tailored to future missions.

Security may also be an issue in some cases. As mentioned above, there seem to
be lax standards at the vast majority of schools, though there is always the possibility of
challenges. Depending on the course, an Arab-looking student may stand out and draw
suspicion due to the current political climate and awareness of international Islamist

terrorists in the post-September 1 "

world. This could be countered with the techniques

of tagivva and kitman and professions of being non-Muslim. If utilized properly, and not
1n exaggeration, it may only tax the individual in having to practice denial and deception
on a regular basis and not in the probability of discovery.

There is also the possibility that training companies will keep records of who

attended their programs. This is unlikely to pose an immediate threat since such lists, if
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they exist, do not seem to be shared with any outside sources, but should an individual
raisc attention clsewhere, there is a chance, however slim, that this will be uncovered and
add fuel to an ongoing investigation. Yet, should an individual terrorist’s past training
comc to light, 1t is doubtful that a link will be madc to others since training was
conducted separately.

The final potential hurdle to third-party training is that of finances. Although, as
will be discussed below, it may be easier to provide money for third-party traming rather
than for conducting sponsorcd camps, it may be slightly more expensive. Course fees
add up over time as would travel within the U.S. to training locations and the higher cost
of living in a developed or Western nation, There would be savings on weapons
acquisition, bribes of local officials, and feeding and housing trainees so the costs may
cven out in the end. In addition, individuals recciving funds for training should also have
a job since they are meant to be posing as every day citizens or visitors of the United
States in order to escape detection by the U.S. government. Sccuring a job and
participating in society would also enable them to pay some of their living costs
themselves and thus lessen any need for a formal terrorist funding apparatus.

When considering the faults of third-party courses, there must also be an
cvaluation of their benefits. Besides avoiding all of the “cons™ of operating their own
camps, as enumerated above, they allow an individual to ostensibly fly “under the radar.”
Without the huge “red flag” of travel to countries with known terrorist organization
operations and training camps, there is far less for U.S. and other countries’ governments
to catch. A clean person can obtain a student visa or visit relatives in the United States

much more easily than someone with those noticeable stamps in their passport.
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Furthermore, it would enable resident aliens or U.S. cilizens to receive
paramilitary training without drawing attention to themsclves. Capitalizing on the
treedoms endowed by the U.S. Constitution, any person may express their Second
Amendment rights and Icarn to defend himsclf or herself using fircarms or other decadly
weapons. With the aid of tagivyae and kitman, a potential terrorist can gain entry into any
number of the schools mentioned above since most have only a cursory application and
velting process n place as can be seen through Annexes 2a and 2b.

Third-party courscs may also simplify the terrorist financing apparatus by
allowing some transfers to be conducted aboveboard. Since funding would not be sent
overscas to sustain training camps, it could remain within the U.S. or be more casily
brought up from South America.”® Charities could retain their non-association with
tcrrorist organizations by giving mongy only as personal loans and grants to Muslims
trying to better themselves in the United States. Such a system, once established, could
greatly enhance their ability to deny collection cfforts against their financing operations.
Further, considering the adaptability of terrorist groups it 18 possible that a formal
financing structure might be avoided almost entircly as individuals in-country pursue
their own training through third-parties.

The final and potentially most devastating advantage of terrorists using third-party
companies 1o tram is the value added of understanding U.S. culture, response
mechanisms (particularly in public opinion), weapons systems and TTPs. The ability of

terrorists or potential terrorists lo exist withoutl drawing attention from law enforcement

™ The “triborder™ region of South America, where the borders of Brazil, Argentina and
Paraguay intersect has been cited as a haven for terrorist training and financing. Timothy L.
()’ Brien, “South American Area is Cited as Haven of Terrorist Training,” The New York Times,

late ed., 10 October 2003, A28.
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personnel is reliant on their use of fagiyya and kitman. Yet these practices are only as
good as their purveyors’ understanding of the host culture. They are meant as ways to fit
in with society, by denying their Muslim faith and adopting characteristics of those
around them. By living and training within the U.S. individuals will gain critical
knowledge of not only popular American culture, but also how the public responds to
criscs, what is decemed most important, and what would crecate the impetus for change.
Persons residing in the United States and particularly, citizens, that practice fagiyya and
kitman would be primed for carrying out opcrations that would have the most profound
effect on the U.S. and its people.

In the world of denial and deception analysis the Sce-Think-Do paradigm is at the
core of understanding a D&D operation. In this paradigm a denial and deception
opcration is formed by showing a decision-maker an act (See), to get him or her to Think
that a particular notion is true (or false if the planner so chooses), with the end goal that
he or she will Do something in response. This sequence of cvents will only be successful
if the D&D planner understands the connections between steps and how the decision-
making apparatus works. There is a similar process when choosing to carry out a terrorist
attack and a terrorist with an innate understanding of American culture will be ideally
placed to carry out operations meant to clicit precisc responscs from the American people
and policy-makers in Washington.

The sccond half of this “valuc added™ is the benefit of being taught by former
U.S. military personnel and instructors who are familiar with that style and those TTPs.
Many of the courses fit this model and could be teaching the adversary exactly what to

expect from the U.S. military and its coalition partners. Battles may not be exactly like
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chess matches, but 1f you can decipher the style of your opponent, you will obtain the
ability to sce their next moves before they make them and thus, come one step closer to
checkmate. By understanding how the military will react in any number of situations,
insurgents can adapt their moves to counter. This 1s a critical issuc for Amcerican troops
in Iraq and Afghanistan in particular, but it would also be a boon Lo terrorist groups

opcrating in other parts of the world.

55



Approved for release by ODNI on 12-09-2021, FOIA Case # DF-2022-00016

CHAPTER 8: CONCLUSION & RECOMMENDATIONS

SUMMARY

As intcrnational terrorist training camps comc under more scrutiny with the
Global War on Terrorism, they will need to develop new ways to avoid detection while
maintaining standards for their members. The United States military and its allics are
targeting such camps in places like Pakistan and Iraq to eliminate the threat that they pose
to the world at large. Thus, this thesis proposcd that a new terrorist training paradigm
would be sought.

A bricf study of terrorist groups was commenced using litcrary sources, as well as
The Manchester Document, a seized al-Qaida manual. These investigations provided a
list of terrorist training requirements, an overvicw of their camps, as wcll as asscssments
of their organizational adaptability and practices. A “‘red team” approach provided the
terrorist perspective and laid the groundwork upon which an evaluation of training
options could be conducted.

It was hypothesized that a new iteration in the terrorist training paradigm would
capitalize on the freedoms enjoyed in the United States by exploiting privately owned
third-party training courscs. These courses exist in abundance in the U.S. and can be
found using open source search engines on the Internet. They range from simple survival
instruction, to weapons training, hand-to-hand combat, and paramilitary or tactical
programs. Not only are these courses available to the general public, but the vast
majority have lax sccurity practices requiring nothing morc than an application and a

check.
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Although there is ample opportunity for terrorists to train in the United States, a
cost/benefit analysis was performed to determine whether it was in their interest to do so.
Some points were made in favor of running their own camps abroad including, control
ovcr the training curriculum, indoctrination and radicalization, unity and camaradctic
amongst members, and denying access to outsiders by operating in remote areas.

Yet, these pros were countered with a host of detractions. Camps are heavily
targeted by the U.S. military and its partners. This means not only destruction of the site,
but also loss of weapons, training props, and potentially the lives of trainces. Once a site
has been discovered, the area around it cannot be reused, as il will be monitored more
closcly, and multiple hits on training grounds may makc potential recruits reluctant to
attend. These points are mn addition to every day operational hurdles and security
challenges. Financing opcrations, obtaining weapons, and maintaining skilled instructors
are complicated by strict rules about familiarity between participants and connections that
can be made between them down the road. The difficulties faced in running camps are
steep and must be weighed against the potential virtues of using third-party companies.

Privatcly owned third-party courses would not provide idcology or a preciscly
tailored curriculum, but they would allow mdividuals to train “‘under the radar” and add
the value of cultural knowledge. By training in the United States there would be no “red
tflag” for travel to countries known to host terrorist organizations and their training camps
and thus group members would not raisc suspicions or provide any rcason for further
scrutiny. The courses are legal and open to the public, thanks to avid defense of the

Sccond Amendment by American domestic militants, so again, no flags would be raised.
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A final, and critical, argument for m-country training is the added benefits of
immersion 1n Amcrican culture and taking instruction from persons familiar with U.S,
military TTPs. Using the Muslim principles of tagivya and kirman, terrorists and
potential terrorists may hide their truc identity and scek to blend in with the rest of
society. An understanding of cultural practices will aid this endeavor and may also prove
influcntial in the planning of futurc attacks. This latter point becomes cven more
prescient with regard to learning military tactics and their usefulness on the battlefield.
Terrorists taught by former U.S. military personnel or persons with expericnee in the
field, will give them a deadly edge when preparing to fight U.S. soldiers overseas. The
sum of these arguments, 1f combined with the adaptability of tcrrorist groups, provides a

very inleresting, and potentially dangerous picture.

CONCLUSIONS

It would be very possible for terrorists to shift their training paradigm from their
own heavily targeted camps to the use of privately owned third-party courses in the

United States. Furthermore, it is in their best interest to do so:

U.S. military planners and counterterrorisim experts ... speculate that future
terrorist and asymmetric opponents will strive to create far looser and more
broadly distributed networks, groups of cells that have a high degree of
individual independence and survivability and that do not have rigid hierarchies,
headquarters, or physical facilitics that can be located and attacked. ™

[t cannot be assessed at this time whether they have attempted any change in this
direction or whether they will, but there are considerable reasons how they absolutely

could and why the benefits would outweigh the costs.

7 Cordesman, 85-86.

58



Approved for release by ODNI on 12-09-2021, FOIA Case # DF-2022-00016

The challenges of running camps 1n countries that are well known for hosting
terrorist groups and avoiding dctection and destruction must take their toll. By using
widely available courses 1n the U.S., members will cease 1o have links to each other
through training, they will raise fewer “red flags” for suspicious international travel, and
they will be better placed to deny that paranmilitary training is occurring at all.

Programs cxist with a plcthora of options that include the range of skills desired
by terrorists, both for “freelancers” and individual cells as well as for insurgents. Taking
notes from former U.S. military instructors will further aid their fight against the U.S. and
its coalition partners in guiding tactics and targeting. While living in the U.S., trainees
can immersce themselves in American culture, bolster thetr deceptions of tagiyya and

kitman, and avoid detection by U.S. and international law enforcement agencies.

IMPLICATIONS

Should terrorist organizations adopt the practice of using privately owned third-party
training courses instead of their own camps, the results could be devastating for the
United States and others wishing to quell the upsurge in terrorism. Conscequences would
run the gamut from difficulty in tracking terrorists, superior fighters on the battlefield,
cnemics that know U.S. or allied tactics and weapons systems, and the potential for
sleeper cells with significant training within the U.S. These are not implications to be
taken lightly as they might result in deaths and, in the extreme, U.S. defeat.

The first consideration in such an event would be the absence of terrorist training
camps to take down. As of now, the U.S. and its allics continuc to scarch for facilitics

housing large groups of terrorists and use this as the primary method toward destroying
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terrorist infrastructure. Should groups abolish their own camps, there would be no visible
training apparatus to target or dismantlc and the entire organization might become cven
more ephemeral than it is today. In a 2002 Washington Quarterly article, Ray Takeyh
and Nikolas Gvosdev discuss whether organizations like al-Qaida nced a physical basc of
operations and postulate that they may adapt (o a completely global model.”? Should this
occur, the current primary method of disrupting terrorist networks would be obsolete and
the U.S. would be forced to rely solely on less tangible means.

Terrorists who have been trained 1in the United States by companics open to the
public would be significantly harder to track. First, they would no longer have the “red
flags™ uscd in the past to identify them. Indicators like trips to Pakistan or Sudan would
be nonexistent and once in the U.S. they need not leave to train. Second, there will be
fewer visible conncctions between terrorists, particularly 1f Tarvey Kushner’s
“freelancer” model develops. Training may take place on an individual basis and
communications kept to a minimum. Since no organized camps or long distance travel
are necessary, members need only understand the training requirements and find
programs that offer the right courses. Not only will this make them trickier to root out,
but it also may lay the groundwork for sleeper cells within the U.S. that can exist below
the radar for years. There 1s an Arab parable about a shopkeeper who is wronged by a
man 1n the next village and waits forly years to get his revenge. When he does, his
friends ask, “Why the rush?” The American notion of instant gratification does not have
the same sort of parallel in Arab culture; freelancers in particular may train and remain n

the U.S. until the opportune moment.

= Ray Takeyh and Nikolas Gvosdev, “Do Terrorist Networks Need a Home?” The
Washinglon Quarterfy 25, Iss. 3 (Summer 2002): 97.
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Funding may also become much more difficult to follow. Trails currently leading
from charitics through moncy laundcring operations and shell companics to terrorist
organizations abroad will cease to be the only route. While those methods will continue
to sponsor the parent group and fund actual opcrations, sending moncy to members for
training may circumvent the system. Charities can give grants or loans to individuals for
personal cxpenses in the name of helping Muslims toward sociocconomic advancement,
Such charities, if utilized correctly, could maintain a “clean” image and record as none of
the procecds, cven those uscd by individuals, would be traccablce to terrorist
organizations.

The second overall consideration of a shift in the terrorist training paradigm is
that terrorist may be far betler trained, especially in U.S. lactics, systems, and even
culturc. No doubt their own camps tcach what they belicve to be necessary skills for
terrorist activities and insurgent operations, yet they are still training within their own
mental “box.” Learning at courscs within the U.S., possibly even taught by former U.S.
military personnel, will expose them to our TTPs or tactics, techniques and procedures.
If onc uscs the D&D dynamic as a modcl, the loss of sources and methods will result in
an increased ability of the adversary to counter U.S. operations. In this case, by
understanding how the U.S. fights and how 1t will rcact in any given situation, the
terrorist will be able Lo adapt his own techniques to best oppose even a superior military
force. Training in the U.S. will also increasc the adversary’s knowledge of U.S. and
allied weapons and communications systems, allowing them Lo prepare for attacks and

possibly avoid detection by exploiting any weaknesscs.
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The battlefield is not the only place where increased understanding of the U.S.
may be applicd. By living and training in the U.S,, terrorists or potential terrorists will
tamiliarize with American culture and society. Not only will this improve their efforts at
taqiyya and kitman, but it will also focus the planning of futurc terrorist attacks by
targeting core infrastructure or places considered emotionally important o the American
pcople. By definition, terrorism 1s that which instills terror and clicits a particular
response from the target government or people. An adversary can only expect a certain
outcome when they understand the processes that feed it. An intimate awarcness of what
drives the Iinks 1n the See-Think-Do cognitive chain will buoy effectiveness of attacks
and cripple U.S. potential for responsc.

Knowing the penchant of terrorist organizations for exploiting the media to their
own cnds, a tangent result of terrorist training within the U.S. may be a future PSYOP
against the American people or a verbal attack on U.S. credibility. Public rhetoric may
be leveraged to shame the U.S. and win a psychological victory 1f it were exposed that
America trained ils enemy in the tactics used to defeat itself. Although the direct effects
of this training may scem more decisive, a campaign of this nature could further diminish
the faith that the rest of the world has in the sole remaining super power to patrol even
within its own borders. Any damage to U.S. credibility could greatly impair its ability to
carry out operations against terrorists across the globe by diminishing cooperation with

allics and friendly nations.
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RECOMMENDATIONS

As this thesis shows, the dangers of disregarding the adaptive capabilitics of the
current terrorist threat may prove disastrous. Although monitoring of flight schools only
came to the fore following the cvents of September 1%, paramilitary and weapons
training courses could be handled differently and thus prevent dire outcomes. The
success of such opcrations depends on close coordination between local and federal law
enforcement, encouraging independent monitoring, and strengthening the lenient security
requircments of programs. Detailed here are five recommendations for law enforcement
and intelligence professionals to better address the issue of terrorist training within
Amcrican borders.

First, there must be a national database of survival, weapons, and paramilitary
training courses in the United States. Monitoring should not be limited to camps and
seminars organized by individual groups for their own members only — like those of the
various militias. Although this is an important aspect of controlling domestic militant
extremisini, it ignores a large portion of training opportunities. Not only would a registry
allow law enforcement to keep track of the popularity of such training, but it would also
simplify any investigation once a connection with a terrorist group or individual has been
made. There are many non-profit organizations, such as the Southern Poverty Law
Center and Militia Watchdog, which engage in some of these monitoring activities, but
they must be integrated into a more formidable network and listings with central
coordination and foundation in law enforcement.

Likewise, such coordination should not be limited to the federal level. The FBI is

notorious for keeping its investigations and collection closely guarded; vet it must
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cooperate with the Department of Homeland Security (DHS), U.S. Citizenship and
Immigration Scrvices (CI8) and local arca officials if threats arc to be averted.

Further, this exchange must not be unidirectional. This second recommendation
is alrcady being undertaken to a certain cxtent in the context of the Global War on
Terrorism (GWOT), but it is being almost entirely promoted as information and
intelligence sharing between federal government and, more specifically, Intelligence
Commumity (IC) agencies. This approach will not be adequate for training courses
beeausce of their local nature. Therefore, sharing must extend to the local Ievel where
Sheriff’s offices and Chiefs of Police may act with authority.

A third rccommendation is to cnact legislation that would outline uniform security
protocols and mandatory reporting requirements for all levels of private military and
wcapons training programs. Standards would be gradated bascd on the type of course in
question; minimal prerequisites for survival courses, criminal and psychological
background checks for weapons training, and full background checks as well as complete
personal information for any tactical or paramilitary-esque training. If a wailing period is
necessary to buy a weapon, it should be necessary when Iearning the most cffective way
to use one. In all cases, course organizers would need proof of 1dentification of the
individual and payment in the form of a check or credit card. Nonc of these obligations
should be overly taxing to the comipanies running such courses, but would prove
invaluable to tracking individuals engaged in significant training activitics.

The fourth recommendation may prove somewhat controversial, but considering
thc main threat, it must at least be mentioned. As noted carlier, Islamist terrorist use the

notions of tagiyva and kitman to blend in with society and assume whatever persona is
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necessary to complete their mission or protect their ife. Thus, they may appear as
American (and potcntially non-Muslim) as any other person both in word and deed. This
means the only way of distinguishing may be a certain degree of ethnic or racial
profiling. In the current political and social climatc onc must trcad very carcfully when
using such terms and even more so 1n acting upon them, yet their utility in uncovering a
movement that is predominantly Arab cannot be neglected. Harvey Kushner makes a

more emphatic argument on this behalf stating:

The only explanation as to why we continue to 1gnore the secret Islamic terror

nctwork in America is that the demands of political correctness have made us so

alraid of being branded racists that we force ourselves to be color blind, identity

blind, and gender blind till we end up, quite simply, totally blind.”

The point here is not that people should be suspicious of all Arabs or all Muslims since
the overwhelming majority are not guilty of any crime. Judging people based solely on
one characteristic, whether it be race, gender or religion, is not only bigoted, but it also
makes for deficient police work. Yet, one cannot deny facts and trends — if a criminal was
cited as a tall blond man, those fitting that description would get pulled in for questioning
— the same should go for Arab men.

The fifth and final recommendation is directed at a very specialized portion of the
Intelligence Community: the denial and deception analyst. If the paradigm shift outlined
above occurs, terrorists will be trading tactical D&D, for a larger denial operation;
namely, denying that any training is taking place at all. The IC is continually trying to
develop its D&D analysis capabilities and more and more analysts have been exposed to

its methodology. As these numbers increase, so too will the benefits to the entire

3 Kushner, Holy War on the Home Front, 165,
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community, in particular in the identification of D&D operations and trends. Although
indicators of a training modification may cxist in other arcas (as suggcested 1n greater
detail below), the D&D analyst is best suited 1o recognize anomalies in terrorist group
activity and thercfore to highlight changes. By stressing the importance of D&D
analysis, the issue will be viewed from a very different perspective than that applied by
traditional intclligenee analysts and so will provide greater insight and potentially morc

warning.

UNANSWERED QUESTIONS...

During the coursc of the thesis it has become apparent that although some questions
have been answered, many more require sigmficantly more atlention. Four areas have
been identified in particular for further study, cach highlighting a different aspect of the
issues that this thesis touched upon. First, a more in-depth look should be taken of the
relationship between privately owned third-party courses and the militia movement. As
noted in Chapter 2: Literature Review, above, there is a good deal of scholarship on
militant extremists in the United States, but much of the information on militias and
training could be updated to reflect recent developments. Furthermore, 1t would be
interesting to interview members of these groups to discover how many utilize private
courses that are not sponsored by their own affiliated organizations and how many run
their own that are open to the public. The link between the two would have more local
law enforcement implications than strategic, but 1t may be possible to decipher national

trends and arcas of concentration for such activitics.
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Second, this thesis would benefil from surveys 1o both the law enforcement
community and the owners and opcrators of survival and weapons training facilitics.
Both received a preliminary look to determine the likelihood of terrorist exploitation and
the extent to which law enforcement had a prescncee in the arca, but a much more detailed
assessment would show precise chinks in the armor and give government ofticials and
legislators hard numbers from which to work.

The original hypothesis for this study involved looking at privately owned third-
party training courscs abroad. Spccifically, and most dangerously, the mercenary
programs that exist in places like South Africa and are ofien taught by former military
personnel. Although this topic was discussed with U.S. military officers with sccond- or
third-hand knowledge of such endeavors, it was deemed too difficult to collect on.
Regardless, it is a very important body of rescarch because of the weighty strategic
repercussions for the Umited States, especially when the U.S. 18 involved militarily n
developing or struggling countries. A projcct such as the one suggested here would
likely be best carried out from South Africa or another country identified as having
mereenary training programs. While the hurdles are somewhat daunting, the payoffto
U.S. situational awareness would be immense.

The final unanswered question 18 the culmination of this thesis and would be the
logical next step 1f only there were more time to undertake 1t; are terrorists exploiting
privatcly owned third-party training courscs in the U.S.7 This thesis describes how they
might train this way and, more importantly, why it 1s in their best interest Lo do so, but it
docs not uncover if they arc.  As far as could be uncovered, no onc cither in the U.S.

government or the private sector 1s looking at this issue and that may be a serious lapse in
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judgment. This concern should not be neglected due to a lack of imagination in the same
way that flight schools wcre ignored before September | 1% Annex 3, below, provides a
research model for an indicator-based assessment of the terrorist training paradigm and
how onc might determine if a shift has occurred. It 1s by no means complete, but

hopefully will lay the groundwork for an in-depth examination of terrorist use of third-

party training.
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ANNEX 1:
EXAMPLES OF STATE STATUTES ON PARAMILITARY TRAINING

ANNEX 1A: CALIFORNIA § 11460 PARAMILITARY ORGANIZATIONS

(a) Any two or morg persons who assemblc as a paramilitary organization for the purposc
of practicing with weapons shall be punished by imprisonment in a county jail for not
more than one year or by a fine of not more than one thousand dollars ($1,000), or by
both that fine and imprisonment.

As used in this subdivision, "paramilitary organization” mecans an organization which is
not an agency of the United States government or of the State of California, or which is
not a private school meeting the requirements set forth in Section 48222 ot the Education
Code, but which cngagges in instruction or training in gucrrilla warfare or sabotage, or
which, as an organization, engages in rioting or the violent disruption of, or the violent
interference with, school activities.

(b) (1) Any person who tcaches or demonstrates to any other person the usc, application,
or making of any fircarm, explosive, or destructive device, or technique capable of
causing injury or death to persons, knowing or having reason to know or intending that
these objects or techniques will be unlawfully employed for use in, or in the furtherance
of a civil disorder, or any person who assembles with onc or morce other persons for the
purposc of training with, practicing with, or being instructed in the use of any fircarm,
explosive, or destructive device, or technique capable of causing injury or death to
persons, with the intent to cause or further a civil disorder, shall be punished by
imprisonment in the county jail for not more than onc ycar or by a fine of not morc than
one thousand dollars ($1,000), or by both that fine and imprisonment.

Nothing in this subdivision shall make unlawful any act of any peace officer or a member
of the military forces of this state or of the United States, performed in the lawful course
of his or her official duties.

(2) As used in this section:

(A) "Civil disorder" means any disturbance involving acts of violence which causc
an immediate danger of or results in damage or injury to the property or person of any
other individual.

(B) "Destructive device" has the same meaning as in Section 12301.

(C) "Explosive" has the same meaning as in Scction 12000 of the Health and Safety
Code.

(D) "Firearm" means any device designed to be used as a weapon, or which may
readily be converted to a weapon, from which is expelled a projectile by the force of any
cxplosion or other form of combustion, or the frame or recciver of this weapon.

(E) "Peace officer” means any peace officer or other officer having the powers of
arrest of a peace ofticer, specified m Chapter 4.5 (commencing with Section 830) of Title
3 of Part 2.
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ANNEX 1B: PENNSYLVANIA § 5515: PROHIBITING OF PARAMILITARY TRAINING.

(a) Dcfinitions. — As uscd in this scction the following words and phrascs shall have the
mcanings given to them in this subsection:

"Civil disorder."

Any public disturbance involving acts of violence by assemblages of three or more
persons, which causes an immediate danger of or results in damage or injury to the
property or person of any other individual.

"Explosive or incendiary device."
Includes:
¢ dynamitc and all other forms of high explosives;
e any explosive bomb, grenade, missile or similar device; and
e any incendiary bomb or grenade, fire bomb or similar device, including any
device which:

# consists of or includes a breakable container including a flammable liquid
or compound and a wick composed of any material which, when ignited,
is capable of igniting such flammable liquid or compound; and

¥ can be carried or thrown by one individual acting alone.

"Firearm."
Any wecapon which is designed to or may readily be converted to expel any projectile by
the action of an explosive; or the frame or receiver of any such weapon.

"Law enforcement officer.”

Any officer or cmployee of the United States, any state, any political subdivision of a
state or the District of Columbia and such term shall specifically include, but shall not be
limited to, members of the National Guard, as defined in 10 U.S.C. 101{9), members of
the organized militia of any state or territory of the United States, the Commonwealth of
Pucrto Rico or the District of Columbia, not included within the definition of National
Guard as defined by 10 U.S.C. 101(9) and members of the armed forces of the United
States.

{b) Prohibited training. —

Whogever teaches or demonstrates to any other person the usc, application or making of
any fircarm, cxplosive or incendiary device or technique capable of causing injury
or death to persons, knowing or having reason to know or intending that same will
be unlawfully employed for use in, or in furtherance of, a civil disorder commits a
misdemeanor of the first degree.

Whocver assemblcs with one or more persons for the purpose of training with,
practicing with or being instructed in the use of any firearm, explosive or
incendiary device or technique capable of causing injury or death to persons, said
person intending to employ unlawfully the same for usc in or in furthcrance of a
civil disorder commits a misdemeanor of the first degree.
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(¢} Exemptions.--Nothing contained in this section shall make vnlawful any act of any
law ¢nforcement officer which is performed in the lawful performance of his official
dutics.

(d) Excludcd activitics.--Nothing contained in this section shall make unlawful any
activity of the Game Commission, Fish and Boat Commission, or any law enforcement
agency, or any hunting club, rifle club, rifle range, pistol range, shooting range or other
program or individual instruction intended to teach the safe handling or use of firearms,
archery equipment or other weapons or techniques employed in connection with lawful
sporls or other lawful activities.
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ANNEX 1C: FLORIDA § 790.29: PARAMILITARY TRAINING

(1) This act shall be known and may be cited as the "State Antiparamilitary Training
Act."

(2) As uscd in this scetion, the term "civil disorder” means a public disturbance involving
acts of violence by an assemblage of three or more persons, which disturbance causes an
immediate danger of, or results in, damage or injury 1o the property or person of any
other individual within the United States.

(3)a) Whocver tecaches or demonstrates to any other person the use, application, or
making of any fircarm, destructive device, or technique capable of causing injury or
death to persons, knowing or having reason to know or intending that the same will be
unlawfully employed for use in, or in furtherance of, a civil disorder within the United
Statcs, 1s guilty of a fclony of the third degree, punishable as provided ins. 775.082, s.
775.083, or s. 775.084.

(b) Whoever assembles with one or more persons for the purpose of training with,
practicing with, or being instructed in the use of any firearm, destructive device, or
technique capablce of causing injury or dcath to persons, intending to unlawfully employ
the same for usc in, or in furthcrance of, a civil disorder within the United States, 1s guilty
of a felony of the third degree, punishable as provided in s. 775.082, 5. 775.083, or s.
775.084.

(4) Nothing contained in this section shall be construed to prohibit any act of a law
cnforcement officer which 1s performed in connection with the lawful performance of his
or her official duties or to prohibit the training or teaching of the use of weapons to be
used for hunting, recreation, competition, self-defense or the protection of one's person or
property, or other lawful use.
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ANNEX 2A:
APPLICATION FORM FOR FORMAL TRAINING COMPANY:
FRONT SIGHT FIREARMS TRAINING INSTITUTE

The Comfort of Skill at Arms Awaits You at Front Sight...
]

Application for Instruction

Jug {0 the lime req.ived ‘o comalzie your crimting beckgro.ng theck, Frant Sight must receive your completed appllcatlun
with payment in tull al leas! two weeks before your selected course dales. F-ant Sight reservas the moht ta dg=y td ning 'c
amyane foc gry regson Inths eve-! Lhat 4= aopleat on 5 mod accsplag, the coorse fea o I oo prompl y refunnes i Iull

APPLICANT INFORMATION

E-maul atdrexs
MEIRTSRT TP, IFASF PR AT MOFARIT

P T T LS PN S

COURSE SELECTION

I CIBEN T SALED SI AN BRI U AP A, TN LTI AT AN 22002 a0 we gt dde 2t Rl vt eent 3t g

T . LT A LT P A [LER]

R S e A e L

ERTH T SR IR g ] S DA o selal et T il I A U Y Rl TN Tl L LSO IR U R H b i

CRIMINAL BACKGROUND CHECK
LSRR S TR A TR lib (I F S b TR ISV 3 LA T oA o | G B TR B oot Il S STt A Al B o 0% | oo tcte IS AL B AR R LA L
co Dledme arey 2 3 Dren s Taed momourn alne Frool ST STIIS (LT dnn

T . T AT AL

CHARACTER WITNESS STATEMENT

Trertnmageen Sranasr avicess Spleret s 0o oty dTRAInTen ped ruRnI el vITND T T ERD LITR LITIYLTUTH TR Ot T T

EREE Ry O W Lot I TRAGK Sl R Sl R

A L R
R S S L )
PRl Sl PR [ Ul RN ol R
VIRRDTION TLL TLRNNAT g

ITE T TUSRS ERALISETIVUTNSI DY

Front Sight Firearms Training Institute

PO loe ZB1Y Aptos, CA 2001 Proce 18224857719 Hae (B3] £84 277730 e.mail: infe@Irantsighl.com  www.irgnisight.cam
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ANNEX 2B:
APPLICATION FORM FOR IRREGULAR TRAINING COMPANY:
GLOBAL SURVIVAL INSTITUTE

APPLICATION

Pleasc print
Natmhe: Ape: Dale:
Private Class enrollivg For: Desired starl dale:

Home Addruess:

Cita: Slade: Zip Unde:
Herm: I"hone Numirer: Emergency Numbr:

Y our Occupalion: ListL any alleepies:

Phasicul limitations: Emuil Address:

NOTE: PAYMENTS ARE NOW REQUIRED VIA PAYPAL SO YOU MUNL LIST AN EMALIL ADDRESS
OR YOUR AFPLICATION WILL NOT BE APFROYED. IF A CLASS 1S CANCELLED YQU WILL BE
AUTOMATICALLY PLACED INTO THE NEXT L ASS - NO REFUNDS

WAIYER AND RELEASL

Al all classes, demonstrations and fieldwork conducted by the Glubeal Survival Lstitute | hercinafler G5
reasonable care is Laken to prevent secious injuries and minimize accidents, The student states that he'she is fully
awarce #f the fuct Lhat all aspects of survival training, even vnder the safist conditions possible. may be dangerous,
and the student hereby agreos to accept Mol responsibility and assume all risks. including those caosed by acts of
God, of injury, death, und'or loss 1o hisher person andqor properts koowingly and yoluntarily. The studenl agrees
te whey the rules and regalations that GS1 puts inte effect o minimize these risks,

The student knowingly, veluntarily . and irrevocably widves any and all past, present. andor future claims,
demands. and causes of action w hich Lhe sludenl now hus or muay hase io the Tulure ggainst all officers, cmployices,
apents, instruclors, asistunt instructors, admioisicators, or any provider of Gacilitics or equipenenl while on any
premises where GSIsoryival training is being conducted, fur any and all pust, present, and? vr future injerics,
death. or losy, including Lhose caused by gets of God., reeeived while participating in the activities condocted by
GS1as a sludenl, parlicipant, spectator, and or visitor, or in any other manner or form wking part in the
exvervises, praclice, vxcursions, andior demomstrations of said sursival, tracking, and related skl training.

The student certifivs heishe is physically capuble W participate in the said sumvival, tracking, awareness and related
skills trainiay progpram dospite the rigors and dangers inheeent inosuch an undertaking, The student aceepts full
resposibility for any injors, death, and/or luss 1o his'her pecsen or peoperly, including those caused by acts of
God, fur the rigors und dungers inherent in this undertaking, The student celeases to 51 rights (o use any
phtozraphs or video laken while participating in amy GS1 survival classes to De used as deemed necessary by GSI1L
including adsertising.

Studcent Signature: Date:

Signaturc of parcnt/guardian if minor: Date:

FAX APPLICATION TO CORPORATL HEADQUARTIERS
FAX: B38-602-9%77
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THE POTENTIAL FOR TERR(/)\ll:Il;'?;‘.;(.PLOITATION OF PRIVATELY
OWNED THIRD-PARTY PARAMILITARY TRAINING COURSES:
AN INDICATOR-BASED RESEARCH MODEL
Excerpt from: Benson, Kara, ANA630 Final Paper, National Defense Intelligence
College, 7 November 2006.

There are three key scenarios that can be expected from the availability of third
party training to terrorists; a complete shift in training program, a partial shift including
some elements of private training courses and some time at terrorist camps, and a
maintcnance of the status quo or no change in training structure. The first scenario would
be mean a complete abandonment of all current terrorist training camps and a full
rcliance on privately owned third-party courses. The sccond scenario, involving a
measured switch may be broken down into two sub-scenarios. The new regimen could
usc third-party programs only for tactical weapons training and the like, while existing
camps will continue to provide ideological radicalization and group cohesion. It could
also use US courses only for “pre-members,” those persons wishing to join the terrorist
organization, or brand new, and therefore “clean,” members. Either case will decrease
the size and need for terrorist-run camps, but not preclude their existence altogether. The
final scenario is the most straight forward, a maintenance of the status quo and no
concerted effort to use private programs. These three scenarios will not only manifest
themselves in different ways, they may have grave implications for the United States and
its allies.

Determining the trends in terrorist training will be a difficult process in that all

three scenarios mentioned above use the same indicators: existence of traditional training

camps, student populations in US training courses, shifts in insurgent tactics and the
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nature of terrorist attacks, and the evolution of certain terrorist rhetoric. Yet these
indicators will exist in varying degrees and it 1s this mecasurcment that will reveal the
terrorist intent. Although other factors may influence the indicators, 1f used in
combination, a comprchensive picture of the current terrorist training paradigm should be
decipherable.

The two primary indicators arc likcly to manifest themsclves simultancously and
will be the first observations lo signify a trend. Traditional terrorist camps are known 1o
cxist around the world, particularly in Pakistan, parts of Northwcstern India, the
Philippines, Palestinian-controlled Gaza, and more recently, Sudan. H By applying the
collection resources alrcady devoted to the discovery of such camps and the history of
camps In a particular area, analysts will be able to determine whether they still exist, have
shrunk 1in size, or have disappcarcd altogether. Imagery (IMINT) and human intelligence
(HUMINT) will be particularly important in effectively recognizing changes to current
terrorist training centers. The scenarios apply directly to the existence of traditional
camps; no camps means the first scenario, a complete shift, is correct; smaller camps,
particularly ones cither with little weapons and tactical training or only older members,
signifies a partial shift to private courses as seen in scenario two; and no change m camp
size or education topics would support the status quo hypothesis.

The other primary ndicator, that of US paramilitary training course attendance,
must be used in conjunction with traditional training camp intelligence to rule out
advanced denial and deception (D&D) practices that may hide the camps more

cffectively from US sensors. US programs may be monitored through open source

™ Dunnigan, “Where Islamic Terrorist Training Camps Still Thrive,” Strategy Page
Online: Dirty Little Secrets, 3 August 2005, <www strategypage.com/dls/articles/200583
234258 asp>, accessed 31 Octeber 2006,
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intelligence (OSINT) although haison relationships with local law enforcement and non-
governmental organizations, such as the Southern Poverty Law Center,” will
significantly aid the collection effort. An increase in the number of students attending or
sccking to attend weapons training and tactical warfarc courscs, particularly a significant
increase 1in Arab and Muslim students will be a tip-oft that a shift has occurred. If no
change 1s monitored, then it can fairly be determined that terrorists continug to train
themselves.

Again, these two primary indicators must be uscd 1n closc combination as they
may be mfluenced by other factors and therefore would give a false impression. In
addition, tracking changes to US training courscs will probably not be ablc to distinguish
between the first two scenarios, a complete and a partial swilch, since the number of
terrorists 1s unknown, It will be hard cnough to decide what “significant™ change in
student numbers at US courses is without trying to determine what connotes partial use
and what is complete reliance. Therefore, neither statistic alone will rehiably indicate a
shift in the terrorist training paradigm.

The third indicator will only be measurable after recruits have gone through the
training apparatus and had the chance to prove themselves operationally. A shift in
insurgent tactics and the nature of terrorist attacks may give away their US training. Just
as one can determine one army from another based solely upon the weapons they are
comfortable with and the tactics they usc to approach an environment, so too can US
training be identified when used by terrorists in violent conflicis. This data can be

collected only through HUMINT and dcbricfing of US military personnel, but may also

™ The Southern Poverty Law Center monitors hate groups and extremist activities within
the United States, including weapons training programs used by such people. Their website is
provided here <www.spleenter.org/index. jsp=.
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be measurable in success of insurgent operations against US or coalition forces. Terrorist
attacks may also bc morc dcadly if terrorist understand US culture and government
responses better. There is the same difficully in distinguishing between a full shift in
training and a partial shift as mentioned above for the US courses indicator. Although it
should be clear if the status quo 18 maintained, other factors contributing to tetrorists’
in¢reascd battleficld success must be taken into account if an accurate picturc is to be
had.

The final indicator is also the onc that gives the Ieast amount of time in which to
act. Public rhetoric may be a valuable tool in determining current training trends. In this
casc, the US may be ablc to usc the terrorists” desire to shame Amcrica and its allics to its
own advantage. Speeches released through open source media are likely to allude to their
skill in getting the US to train its own cnemics, or claims of cultural knowledge obtained
first-hand. Such boasts of superiority are common 1n terrorist rhetoric as part of their
support comes from being the David to slay the US Goliath. Such phrases would indicate
training of terrorists within the US, although close interpretation might be able to
distinguish between the first and second scenarios, which would be a boon to United
States mtelligence analysts and policymakers.

All four indicators may be used to determine where terrorist groups arc training
their members. The first, and most rehable, indicator is the persistence or disappearance
of traditional terrorist training camps. US intelligence and liaison agencics already track
such camps, so trends in their size, and training regimen may be combined with
synchronized intelligence analysis of the other three indicators. When used in

conjunction, these observations should reveal any shifls in the terrorist traming apparatus.
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Although these indicators are unique to the issue and will go far in aiding
analysts, 1t must be remembered that they can be influcnced by other factors and they
cannot measure the future. Only what is occurring at the moment or what trends seem to
be developing will be identified since intentions will be impossible to decipher beyond
HUMINT collection and hearsay. Other indicators may be used to strengthen analysis of
the potential training shift: fewer ‘red flags’ of visits to countries with known terrorist
camps for captured terrorists (determined afler the fact), increased visa applications from
states that sponsor terrorism and decrcased weapons shipments, especially ammunition,
to known areas of terronist training. These are not unique indicators and therefore should
ncver be usced as primary analysis tools, but may help in clarifying the picture of terrorist
training. All of the aforementioned factors must be taken into account since the
implications of such a terrorist training paradigm shift arc potentially so scvere for the

Untied States and its allies that they must not be ignored.
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