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17-0008-INRequest for Assistance-FBI Portland 

Contact 
Summary: 

(U/WOUO~ r-BI employee, a program manager at the 

Counterespionage section at FBIHQ, submitted this 

request. 

(U//FOUO' r-BI Portland has a pending criminal 

investigation in which the U.S. Attorney's Office 

(USAO), 

District of Oregon, intends to charge a FBI subject with 

18 U.S.C. 912: 

False Impersonation of an Officer or Employee of the 

U.S. The background of 

the matter, in short, revolves around the FBI Subject 

portraying himself as 

USG employee and directly contacting members of the 

Iraqi Parliament to 

advocate the placement and access of Iraqi nationals 

not supported by the 

current political establishment. Much to the 

consternation of the Iraqi 

Prime Minister and the U.S. Ambassador to Iraq, these 

actions have adversely 

affected the U.S.-lraq political relations and have 

violated Federal law. 

(Ur?fOUO' During the course of this investigation FBI 

Portland has evidenced 

that the FBI Subject also mailed on what the FBI 

believes to be fraudulent 

ODNI Letterhead, Iraqi Government officials. FBI 

Portland and the USAO have 

asked FBIHQ to pass the purported fraudulent ODNI 

letter to an appropriate 

ODNI authority for review in an attempt to obtain 

written verification from 
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the same that the letter was fraudulent. 

Parent: 

Current Status: 

Current Status Date: 

Current Status Notes: 

Date Received: 

Date Initiated: 

Initiated By: 

Other Investigators: 

Type: 

Subject Type: 

Special Flags: 

Category: 

Received By: 

Complaint Source: 

Complainant Organization: 

Complainant Location: 

Allegation Organization: 

Allegation Location: 

Documents: 

No Data Available 

(U/WOUO' He suspects that if ODNI can provide 

sufficient documentation that the 

exemplar is indeed fraudulent, that may lend to an 

additional count/charge 

in the criminal matter. 

17-0188-CO 

CLOSED - FINAL (REFERRED TO OTHER AGENCY) 

21JUN2017 

Questioned document determined to be fraudulent; 

findings sent to FBI HQ for use by USAO in 

prosecution. 

13JUN2017 

19JUN2017 

(b)(3), (b)(6), (b)(?)(C) 

Contact - External 

Unknown 

Request for Information/Assistance 

[None] 

[None] 

Email - Official Referral 

Other Gov Agency Employee 

External - Other USG Spaces/Facilities 

'' 
[Unknown] 
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Allegation #1 : 

Allegation Location: 

Summary: 

Finding Summary: 

Violations: 

Subject: 

Impersonation 

[Other] 

Author of questioned document falsely claimed to be 

an IC officer by authoring a letter on ODNl-stylized 

letterhead addressed to Iraqi PM 

Description: 18 USC 912 - False Personation 

Other: 

Other: 

Summary: 

Result: Substantiated - Evidence to Support 

UNCLASSIFIED/WOUO 
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Other/Unspecified 

Name: (b )(3), (b )(6), (b )(7)(C) 

AKA: 

Bargaining Unit Employee: 

Victim: No 

Fugitive: 

Employment Status: 

Waive Confidentiality: 

DOB: 

Org.: FBI 

Pay Grade: [Unknown] null 

Location: 

Work 

Unsecure: 

Home: 

Office Info: 

(b)(3). (b)(6). (b)(?)(C) 

(b)(3) 

No 

No 

N/A 

Address: 

Address 2: 

City: 

State: 

Zip Code: 

Country: 

Work 

Secure: 

Mobile: 

UNCLASSIFIEDf?:Peue 

(b)(3) (b)(6) (b)(7)(C) 
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User chronology entries: 
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Parent: 
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* All redactions on this page are (b )(3), (b )(6), (b )(7)(C) * 

17-001 0-INAlleged Disclosure of Classified Information 

Contact 

Summary: 

hereafter SUBJECT. SUBJECT is 

alleged to have routinely disclosed classified 

Internet Network (AIN) to 

including to a named US 

PERSON (USP). SUBJECT provided classified or 

sensitive information via email to USP. It appears 

SUBJECT obtained the data from sources clearly 

marked SECRET/HCS/NOFORN, and, 

"UNCLASSIFIED//FOR OFFICIAL USE 

ONLY//NCTOC. Updates are intended for NCTC and 

ODNI internal audiences". SUBJECT's disclosures 

include SECRET/HCS/NOFORN in 2017 however, it 

appears SUBJECT's disclosures date back to at least 

2014. 

In September 2012, SUBJECT submitted and received 

approval for an outside employment request with 

with the Agency or ODN I during this outside 

employment as LWOP, and noted he did not deal with 

this employer as part of his official agency or ODN I 

duties. In addition to disclosing classified information 

it appears SUBJECT may be conducting 

while on duty at the DNI Watch. It 

is unclear if SUBJECT is compensated for the hours 

he claimed in support 

17-0297-CO 

Current Status: CLOSED - FINAL (CLOSE TO FILE / NO ACTION) 
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* All redactions on this page are (h )(3): (b )(6), (b )(7)(C) * 
Current Status Date: 

Current Status Notes: 

Date Received: 

Date Initiated: 

Initiated By: 

Other Investigators: 

Type: 

Subject Type: 

Special Flags: 

Category: 

Received By: 

Complaint Source: 

Complainant Organization: 

Complainant Location: 

Allegation Organization: 

Allegation Location: 

Type of Confidentiality 

Documents: 

16MAR2018 

On 7 November 2017 IC IG received declination from 
EDV A. Subject subsequently retired in lieu of 

termination on 12 January 2018. 

25AUG2017 

11SEP2017 

Contact - Internal 

ODNI Cadre 

Intelligence Oversight (10) 

LEAKS/UNAUTHORIZED DISCLOSURE 

[None] 

Email - Official Referral 

Anonymous 

[Unknown] 
.. 
'' 
ODNI - LX1 

N/A 

#008 MOIA- INTERVIEW : 1. 

2017.09.1 .interview (signed).pdf 

#011 MOIA - INVESTIGATIVE ACTIONS (NON 

INTERVIEW .pdf 

#012 MOIA- INVESTIGATIVE ACTIONS (NON 

INTERVIEW : 20171116_17-0010-in_odni 

management brief.pdf 

#003CORRESPONDENCE-AGENCY 

EXTERNA~ : 20170925_Ihm_fbi_17-0010-

in.pdf 

#013 [Other]: re_ Ihm 811 referral - 17-0010-in --­

secret_ orcon _ noforn. pdf 

#010 ROI/RORI TRANSMITTAL LETTE~ : 

20171107 _referral memo_ 17-0010-in.pdf 

#009 REPORT OF INVESTIGATION (ROI 

SEORETh'P~OFORP~i'iOROOP~ 



SEGRET/mOFORW,CORGO~~ 

: final roi_17-0010-in.pdf 

#004 MOIA-INTERVIE~ : 20171023_17-

0010-in--interview.pdf 

#015 [Other] : cn_ic ig investigation_26feb2018.pdf 

#014 CORRESPONDENCE - AGENCY 

INTERNA~ : 20180119_ 17-0010-in.pdf 

#006 REFERENCE / RESEARCH 

INFORMATIO~ : 1b_.. email on 

manchester attackers jun17.pdf 

#007 REFERENCE / RESEARCH 

INFORMATIO~ : 1c_.. email fwrd 

nctoc updates.pdf 

#001 [Other : approval 17-0010-in 

- .pdf 
#005 REFERENCE / RESEARCH 

INFORMATIO~ : 1a_.. email on 

possible manchester uk suspect.pdf 

#002 [Other : opening memo 17-0010-in 

- .pdf 

SEGAETh'NOFOAW,OAGm~ 
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Close Actions 
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* All redactions on this page are (b )(3 ), (b )(6), (b )(?)(C) * 

Allegation #1: 

Allegation Location : 

Summary: 

Finding Summary: 

Alleged Disclosure of Classified Information 

[Unknown] 

hereafter SUBJECT. SUBJECT is 

alleged to have routinely disclosed classified 

information over the Agency Internet Network (AIN) to 

the 

including to a named US 

PERSON (USP). SUBJECT provided classified or 

sensitive information via email to USP. It appears 

SUBJECT obtained the data from sources clearly 

marked SECRET/HCS/NOFORN, and, 

"UNCLASSIFIED//FOR OFFICIAL USE 

ONL Y//NCTOC. Updates are intended for NCTC and 

ODNI internal audiences". SUBJECT's disclosures 

include SECRET/HCS/NOFORN in 2017 however, it 

appears SUBJECT's disclosures date back to at least 

2014. 

In September 2012, SUBJECT submitted and received 

with the Agency or ODN I during this outside 

employment as LWOP, and noted he did not deal with 

this employer as part of his official agency or ODN I 

duties. In addition to disclosing classified information 

to- t appears SUBJECT may be conducting 

while on duty at the DNI Watch. It 

is unclear if SUBJECT is compensated for the hours 

he claimed in support 

SECRETHPJOFORPJHORCOPJ 
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Subject 

Name: (b)(3) (b)(6) (b)(?)(C) 

AKA: 

Bargaining Unit Employee: 

Victim: No 

Fugitive: 

Employment Status: 

Waive Confidentiality: 

DOB: 

Org.: DNI/EXSEC/WO 

Pay Grade: [Unknown] 

Location: ODNI - LX1 

Work 

Unsecure: 

Home: 

Office Info: 

AIN 

DUNS 

Number 

Other ID 

Number 

Unclass 

Email 

Other ID 

Desc 

Gender 

Federal Tax 

ID 

(b)(3). (b)(6). (b)(?)(C) 

(b)(3) (b)(6) (b)(?)(C) 

(b)(3) (b)(6) (b)(7)(C) 

No 

No 

ODNI Employee 

N/A 

Address: 

Address 2: 

City: 

State: 

Zip Code: 

Country: 

Work 

Secure: 

Mobile: 

(b)(3) (b)(6) (b)(?)(C) 

SECRETlmOFORt◄HORCOP◄ 
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User chronolo 
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26MAR2018 -----------

26MAR2018 

Evidence - Collection/Review/Transfer/Disposal 

Separate 1A hard copy file maintained-

1A 1- Interview Notes from Interview with Witness1 

1A2- Original Privacy Act and Warning forms - Witness 1 Interview 

1A3- Audio copy - Witness 1 Interview 

1A4- Email communication presented during Subject interview 

(Attachment 1A) 

1A5- Email communication presented during Subject interview 

(Attachment 1 B) 

1A6- Email communication presented during Subject interview 

(Attachment 1 C) 

1A7- Original Privacy Act and Warning forms - Subject Interview 

1 A8- Copy of Subject's blue (IC) badge 

1A9- Original Opening Memorandum and 811 Referral 

1A10- Interview MOIA wet signature -Witness 1 

(b)(3), (b)(6), (b)(7)(C) 

Case Notes - General/Daily 

17-0010-IN 

Chronology 

Activity Number Interview/Activity Description Date 

1 Activity Investigation assigned to (b )(3), (b )(6), (b )(7)(C) by-
(b)(31 ibll61 lb1171ICJ 

28-Aug-17 
(b)(3). (b)(6). (b)(?)(C) 2 Activity Case support Docs provided by 28-Aug-17 

3 Activity Follow-up phone call with Special Investigations Branch (SIB) 

for recap of case 5-Sep-17 

4 Activit_Pm- ~quested OPF's on Subject 7-Sep-17 

5 Activity INV team met with FBI , to discuss case. Referred to another 

unit with FBI. 8-Sep-17 

6 Activity HR provides PERs for SUBJECT 11-Sep-17 

7 Activity Opening Memo and Approval Forms Signed by (b)(3), (b)(6), (b)(7)(C) 

11-Sep-17 

8 Interview Interview - SUBJECT supervisor 

17 

(b)(3), (b)(6), (b)(?)(C) 18-Sep-

9 Activity MOIA Completed for Interview with (b )(3 ), (b )(6), (b )(7)(C) 22-Sep-

SECRETHP◄OFORP◄HORCOP◄ 
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17 

10 Activity Security file review of SUBJECT Completed . 21-Sep-17 
11 Activity 811 Referral Memorandum 25-Sep-17 

12 Activity Weekly Audit Data revealed Unauthorized Disclosure of Highly 

Classified Information 16-Oct-17 

13 Activity send e-mail to CMO & EMR recommending 

EAL on Subject 16-Oct-17 

14 Activity (b)(3), (b)(6), (b)(7)(C) communicated with SUBJECT's 
(b )(3), (b )(6), (b )(7)(C) acting supervise to obtain schedule, and 

request SUBJECT be notified to report to IC IG for an interview. 16-Oct-

17 

15 Interview Interview-SUBJECT 18-Oct-17 

16 Activity MOIA Completed for Interview with SUBJECT 23-Oct-17 

17 Activity Briefed SIB DIU on case status/interview with SUBJECT 25-

Oct-17 

18 Activity Submitted ROI for legal review 26-Oct-17 

19 Activity Final ROI uploaded to CMTS 31-Oct-17 

20 Activity Referral Memorandum to Management 7-Nov-17 

21 Activity EDVA Declination 7-Nov-17 

22 Activity E-mail confirming SUBJECT's separation from ODNI 19-Jan-

18 

23 Activity Congressional Notification 26-Feb-18 

24 Activity Congressional Briefing 19-Mar-18 




