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OFFICE OF THE INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY
INVESTIGATIONS DIVISION
WASHINGTON, DC 20511

(U) REPORT OF INVESTIGATION

(U) Case Number: INV-2015-0008
(U) Subject: (b)(6), (b)(7)(C)

L. (U) Introduction and Summary

(U/ /#e¥€) The Office of the Inspector General of the Intelligence Community
(IC IG) Investigations Division (INV) initiated this investigation in response to an

allegation received in October 2015. It was alleged that QIGHQIONGIGI(S)
_ssigned to the National Counterterrorism Center

(NCTC), created Facebook and Twitter accounts [HEEDIGEORIG)]

and used a personal electronic device (PED) to access these accounts to collect
information on U.S. Persons in violation of Executive Order 12333 (E.O. 12333) §
1.7 (), United States Intelligence Activities. The information collected was then
allegedly transmitted via [ NOIGAB@I@)personal email account [HIE))

===iThe IC IG determined [HIEOGEDIGEBORIG)

This document is intended only for authorized recipients. Recipients may not further disseminate
this information without the express permission of the signatory or other Office of Inspector
General of the Intelligence Community personnel. This document may contain Inspector General
sensitive information that is confidential, sensitive, work product or attorney-client privileged, or
protected by Federal law, including protection from public disclosure under the Freedom of
Information Act (FOIA), 5 USC § 552. Accordingly, the use, dissemination, distribution or
reproduction of this information to or by unauthorized or unintended recipients may be unlawful.
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(b)(1)

(U/ /#eB8} The IC IG concluded that while DOEDIOROMI®) actions and activities
did not constitute a violation of sections of E.O. 12333 including § 1.7 (j), there
were substantial concerns identified which may affect jjjjj suitability for continued
access to classified information. A summary of the investigative findings will be
forwarded to CMO and Office of Security.

1II. (U) Background

(ISP Ea=ass 1 (0)(3), ()(6), (b)(7)(C) i |
.

I <5 relicved of RN
I duties because of performance issues and allegations addressed

herein.

(U/ /e Within NCTC, DTI’s mission is to “Discover, enhance, and share
identity intelligence that advances the most complete and accurate identity picture
to our partners in supporting terrorism analysts and successful screening
activities that ultimately helps prevent terrorist plans and operations against US
interests.”? DTI “creates new TIDE records or enhances existing records with
biographic, biometric and derogatory information.”?

R (0)(3), (b)(6), (b)(7)(C)
LU/ frebey was assisting, through i} participation in NCTC’s Publicly Available Information
Working Group (PAIG), in the drafting of NCTC's[(16€)]

remains in draft as of the date of this report.
2 (U//ruuu; DTV's IC Website

3 (U/ N CTC, Business Process Overview, PowerPoint presentation.
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A. (U) Authority:

(U//Be¥2) IC IG INV conducted this investigation pursuant to 50 U.S.C. § 3033,
Inspector General of the Intelligence Community, 7 October 2010; ODNI Instruction
10.34, Office of Inspector General of the Intelligence Community, dated 22
September 2013; and, Quality Standards for Investigations, dated

15 November 2011, set forth by the Council of the Inspectors General on Integrity
and Efficiency.

B. (U) Applicable Executive Order:

(U) E.O. 12333, United States Intelligence Activities, 46 FR 59941

III. (U) Evidence and Findings

A. (U) Facebook and Twitter Accounts

B. (U) Policy Issues

Page 3 of 9
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(b)(1), (b)(3)

(U/ /22y During interview, || R 2cknowledged
NCTC in general is not a collecting agency, however jjjjjjjiinoted NCTC is

authorized to overtly collect publicly available information and referenced E.O.
12333 and the “Interim Policy” as authorizing sources. ] represents NCTC
Legal on the PAIG. |l provided the IC IG an email from | ¢ ated
21 October 2016 in which | dcscribes | activities
and asked N to “ensure that_ operations, under the current guidance,
are compliant with S,/ H—
— outlined several sites Jjjjj analysts used including, Facebook,

_ Twitter, Peek You, Pipl, News Outlets and Spokeo. | EEEEzskcd, “With
the above outlined processes, is [@gJcovered under the existing policy to
continue?” JJjll noted during the interview that i does not recall responding to
that email in writing, jrecalled receiving a phone call shortly thereafter from

— acknowledged Jjjjfeels there is nothing of concern
contained within the 21 October 2016 email.

(U//PeEer NCTC I
I . ot I antcd to begin following
N ond solicited [N 2pproval to
(OIS to collect information of KSTs. |l advised that
was not completed and Jjjdid not possess that authority. | advised
— to seek approval from [jijdirectorate management.

direct supervisor, | N stated Jllwas uncomfortable
with d following an unsigned draft policy. On 26 October

2016 I stated [jordered —to stop all activity related to
publicly available information and (DI IIENGN

All redaction on page are (b)(3), (b)(6), (b)(7)(C), unless otherwise noted.
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stated DTI currently does not allow the use
or collection of publicly available information until (€l

C. (U) Suitability Issues

(U//BeEe5} IC IG interviewed 17 witnesses including the Complainant.
Interviewees disclosed concerns about SN which may affect a
determination of suitability for continued access to classified information based on
inappropriate or immature behavior and conduct toward coworkers. In addition, a
lack of security discipline was alleged regarding | U sc of 2 non-
government issued smartphone to capture Facebook images of KSTs in the Liberty
Crossing Compound. Though IC IG did not establish that I ol ated
sections of E.O. 12333 or NCTC’s Interim Guidance, Ill2lleged conduct raised
concerns about|ififsuitability for continued access to classified information.

(U/ | ettad Witnesses interviewed noted I <1 sistence in
determining who reported [jjjijto the IC IG for an E.O. 12333 violation.

I - ctions raise reprisal concerns as Jillllstated that N
I .+ removed from OAB by NS =
I - | lcgedly believed jmay have reported [jjjijto the IG. I

alleged that subsequent to e moval I clicved I filed
the IG complaint against Jjjjjand “started a campaign to discredit” B Both of

I concerns were repeated in an interview of Complainant on 03 March 2016.

(U//P€E€} Confidential witness testimony stated I - s with
coworkers at a 26 February 2016 after work gathering at J. Gilbert’s Restaurant in
McLean, VA. The witness stated that I s - id i didn’t know what
was going on at work” and added “thanks, I possibly referring to

Complainant. e stated,

B The confidential witness reported the concern on 29 February 2016 about
these alleged statements and management was notified immediately thereafter.

(U/ /Be8e5) Subsequently, on the evening of 02 March 2016, Complainant called

, to report that NG s in a
public parking lot near Complainant’s residence. Complainant took a picture
using jiljsmartphone of " chicle as proof at 16:24. Complainant
subsequently contacted Leesburg Police to report the incident. Leesburg Police
“Detail Call For Service Report” Number 905, dated 02 March 2016 at 18:06 notes,
“A co worker [sid] is threatening Jjjij... co worker [sic] is I’ The report added
Leesburg Police conducted a consensual encounter with I -t 19:15.
Leesburg Police documents that Complainant stated H ‘sav I
sitting in [Jjjijvehicle for a long period of time. However, Il was never at or near
All redaction on page are (b)(3), (b)(6), (b)(7)(C), unless otherwise noted.
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Iliresidence on NN stated that route Jfftakes home is along il
B 2nd believes Jilimay have been there knowing that’s the route Jjij
takes.”

(U/ /253 The following morning, on 03 March 2016, | > 1ived
unannounced at the IC IG office requesting to speak with IC IG Investigators.
I s toted in a sworn, recorded interview Jij“was a little nervous
right now and kinda scared actually. I think I'm being stalked.” | EENEG_NG
alleged Complainant was stalking [Jjij however Jillstated Complainant never

made any threats against | N ccscribed personal and
professional issues regarding [jjjjinteractions with Complainant.

(U/ /=y Subsequent to [N tcrview, Complainant was also
interviewed on 03 March 2016. Complainant alleged | R 2d been
targeting individuals [jjjijbelieved were responsible for reporting jjjilijto the IC IG.
Complainant alleged | <licved I | ad
initially reported Jjjjijto the IC IG and ‘gijij had jililimoved over to a different area
on the contract.” Complainant then alleged | thought it was the
Group Chief. jjjiijeven tried to get me to file a formal complaint against the Group

Chief Jll o Jlibchalf.”
(U//®#e¥8} Complainant recounted the events of seeing NG~

vehicle the previous evening and contacting Leesburg Police.

(b)(1)

(U/ /== I V25 badge blocked from entering the secure vault

within DT |
I B otcd during interview that
I—

was instructed “several times” not to be in the vault. However, in
All redaction on page are (b)(3), (b)(6), (b)(7)(C), unless otherwise noted.
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All redaction on page are (b)(3), (b)(6), (b)(7)(C), unless otherwise noted.

March 2016 SN v 2s discovered within the vault by I 0
escorted [Jijout of the vault. | voiced concerns regarding

I  stability” and added ifwas “way too emotional” and a “walking
mess.” | 2dded, “I have real issues with Il aving a clearance.”
I for et direct supervisor, Jlstated I ol d
often come to work “disheveled” and was not arriving on time. I 2dditionally
noted she contacted EAP in April 2015 as Il vas having difficulty managing
I Ccscribed NN - s 2 ‘highly intelligent employee”
but also an “argumentative individual” who was “too close and too personal with

Il contract staff.”

(U/ /Pe=ey Witnesses additionally noted I v 2 s “unprofessional”
and a “rule breaker” who lacked an understanding of professional boundaries with

contractors. One witness describing OAB under I | cadership as

“dysfunction junction.” |
I . Witness whose office was
located near G <=cssed there was

“absolutely” a concern for personal safety regarding I o d added, “
don'’t say that lightly.” S 25 described as “being friendly in
instances and confrontational in the next.” Following a disagreement with one of
her contracting staff |- lcgcdly told the contractor, “It’s okay, you’re
just a liberal little twat.” This comment offended the contractor who stated i cut
all future social ties with N Thc same witness stated v as,
“scared to come to work because Jjjiifwas going crazy.”

(U//PESS) | ~osent supervisor, NN . cpresscd

similar concerns as [Jjjjijwith regards to I 2 bility to regularly
arrive at work on time and Jjjjappearance being at times “disheveled.”

D. (U) Security Issues
(b)(1)

(U//#eE<e) As previously noted, the IC IG was unable to determine how

obtained the Facebook screen shots/captures that originated from
All redaction on page are (b)(3), (b)(6), (b)(7)(C), unless otherwise noted.
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All redaction on page are (b)(3), (b)(6 ) (b)(7)(C) unless otherwise noted.

an AOL account jjjijaccessed via JlJAIN workstation. Therefore a security
concern may exist if a personal Facebook account or one of the accounts created
for Complainant and/or -Nas used to collect these images as alleged. IC
IG was unable to determine whether | SN collected these Facebook
images while using a non-government issued electronic device/smartphone from
the parking lot of the Liberty Crossing Compound as alleged. Evidence shows the
images were downloaded from an AOL email account via AIN
workstation then GLIDED up to JJCWE account. (0)3)

remains in draft as of the date of this report.
IV. (U) Conclusion

(U/ /B8y The IC IG found _élleged violations of Executive Order
12333 (E.O. 12333) § 1.7 (j) to be unsubstantiated. However, due to concerns

regarding | s i tability for continued access to classified
information this matter is hereby referred to both the CMO and Office of Security
for action as appropriate.

All redaction on page are (b)(3), (b)(6), (b)(7)(C), unless otherwise noted.
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V. (U) Recommendation

(U/ /=<y For the reasons articulated above, it is recommended that this matter
be closed and referred to both the CMO and Office of Security.

Submitted By:

Date:

(b)(3), (b)(6), (b)(7)(C)
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